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ABSTRACT 

In ad hoc networks, a topology is induced by the transmit 
power levels selected by individual nodes to meet energy 
efficiency objectives. We model nodes that make independent 
decisions regarding their transmit power and willingness to 
cooperate by taking into account energy spent in sourcing as 
well as in forwarding packets for other nodes, in addition to 
the benefits perceived in achieving a reliable and well-
connected topology. We show that a simple distributed 
forwarding policy adopted by self-interested nodes is 
successful in inducing cooperation, resulting in highly 
connected topologies with reliable paths.  

I. INTRODUCTION 

Topology control in an ad hoc network is the study of how 
nodes adjust their transmit power to achieve an optimal 
balance between connectivity and energy consumption goals. 
As nodes decrease their transmit power, the network gets 
more sparsely connected, and the energy savings in the 
transmission of a single frame may be offset by energy 
expenditures in forwarding due to longer end-to-end paths. 
There is also the possibility that some nodes will refuse to 
cooperate in packet forwarding to conserve their limited 
resources (battery lifetime) and only will compete for the 
medium when transmitting their own packets.  

These two considerations – total energy consumption and 
effects of selfish behavior – are missing from most of the 
literature on topology control and are explicitly addressed in 
our study. In the presence of selfish nodes, the objective of 
connectivity is no longer sufficient. The objective now is to 
induce nodes to cooperate while ensuring that the network 
formed exhibits good connectivity. 

 In our model, nodes make independent decisions regarding 
their transmit power and willingness to cooperate by taking 
into account energy spent in sourcing as well as in forwarding 
packets for other nodes, in addition to the benefits perceived 
in achieving a reliable and well-connected topology.  

In this work we quantify the impact of cooperation on 
network connectivity: when nodes perceive benefit in 
cooperating, the steady state topologies exhibit greater 
connectivity. Further, we show that a simple distributed 
forwarding policy adopted by self-interested nodes is 
successful in inducing cooperation, resulting in highly 
connected topologies with reliable paths. Nodes adopting this 
policy are induced to cooperate at a level equal to that of the 
most cooperative node in the network. Consequently, we 
show that it is possible to introduce a small percentage of 
nodes that always cooperate to induce complete cooperation 
among all others.  

We structure the remainder of the paper as follows. We 
start with a discussion of the relationship between selfishness, 
path reliability and energy efficiency in section II, and model 

these relationships in the context of distributed topology 
control. Then, in section III we provide simulation results to 
assess the effectiveness of a simple incentive policy for 
cooperation and its effect on the network connectivity. We 
review the related literature in section IV and conclude the 
paper in section V. 

II. SYSTEM MODEL 

A. Selfishness and Path reliability 
In our model, each node 1,2, … ,  is capable of 

autonomously setting its transmit power 0, , . 
These individual settings are collected into a power vector 

, , … , . The topology is a graph consisting of 
vertices in  and edges that represent realizable links between 
pairs of vertices. A bi-directional link between nodes ,  
can be realized if the power setting at node  is sufficient to 
meet the signal to noise and interference ratio requirements at 
node , and vice-versa. When a bi-directional link exists 
between two nodes, the nodes are said to be neighbors. The 
neighborhood of any node  is formally defined as: 

|  where  is the minimum power 
required to establish a link from  to . A topology is 
connected if there exists a path - a collection of realizable 
links - between every node pair , . 

For successful multi-hop operation the underlying topology 
must not only be connected but, ideally, there should be a 
path between any two nodes ,  with every intermediate 
node  in the path willing to forward packets for others. Here, 
our study differs significantly from most other work on 
topology control - in addition to controlling its transmit 
power, each node can autonomously select its level of 
cooperation with others in forwarding their packets. A node 
can decide to cooperate intermittently, forwarding packets for 
others with some probability 0,1 . The cooperation 
level vector is denoted by , , … , .  

In the absence of appropriate incentives, selfish nodes are 
expected to refrain from cooperation, setting  0 (see [1], 
[2] for a more formal analysis). Incentives are needed to 
encourage selfish nodes to increase their cooperation level, to 
improve the reliability of available paths between any 
source/destination pair. 

We propose that nodes adopt a forwarding policy whose 
goals include mutual cooperation and isolation of free-riders. 
This forwarding policy can be summarized as: each node 
agrees to forward traffic only for those nodes whose 
cooperation level is greater than or equal to its own. This 
policy is dependent on evaluating the behavior of other nodes 
in the network by assessing their cooperation levels. (We 
assume, for the purposes of this paper, that a node can 
perfectly assess the current cooperation level of others. [3] 
employs mechanism design to mitigate nodes from cheating 
in reporting their true actions. The design of such a 



The 11th International Symposium on Wireless Personal Multimedia Communications (WPMC 2008) 
 

mechanism is outside the scope of this paper. The effects of 
imperfect information on this type of forwarding policy are 
explored in [4].) Also, the forwarding policy provides an 
implicit incentive that stimulates nodes to increase their 
cooperation level, since packets transmitted by any node with 
a zero cooperation level will not be forwarded.  

Let us now describe our characterization of path reliability. 
Consider a path  between nodes  and . If  and  are 
neighbors, the path reduces to a single link, to which we 
assign reliability of 1. If the two nodes are not neighbors, the 
reliability Φ of a path  is defined as: 

 
Φ ∏ , , .                       (1) 

                                                 
A node cooperating at a given power level faces a trade-off 

between the benefit it accrues from a connected topology 
with reliable paths and the cost it incurs in the energy 
consumed to form and support such a topology. For every 
node , we propose a utility function that captures these trade-
offs. The utility function maps the joint power and 
cooperation levels to a payoff value for each node . In 
general, we can express the utility as:  

 
, , 1 , .       (2) 

                                             
The term ,  represents the benefit derived by node  

and is a function of its connectivity to other network nodes 
and the reliability of paths connecting it to each possible 
destination. The term ,  is the cost incurred by node  
and is a function of the energy it consumes in sourcing its 
own packets as well as in forwarding packets for other nodes 
at a given power level. We weigh the two terms in the utility 
function by a scalar 0 1, which indicates the relative 
importance that nodes attach to the benefit and cost 
components. The specific utility function that we adopt is 
discussed in the following subsection. 

B. Utility Function 
We consider a utility function, illustrated by an example, 

that characterizes the costs of cooperation and the benefits of 
a reliable, connected topology. We begin by describing the 
benefit component of the function. 
 
Benefit function: The benefit function formulation can 
perhaps be best explained by an example. Consider node B as 
a source node in Figure 1. 

For destinations A and C that are in B’s neighborhood, the 
reliability of the paths B-A and B-C equals 1. In other words, 
at its chosen power level, B need not rely on any other node 
to deliver its packets to A and C. For destinations that are 
outside B’s radio range, such as node E, B must rely on 
intermediate nodes to forward its packets. In such a scenario 
node B will choose a path to E with maximum reliability 
among all available paths. 

Based on the forwarding policy described in the previous 
subsection, a path from B to E is feasible only if it passes 
through nodes whose cooperation level is less than or equal to 
qB. In the example, there exist three such feasible paths: B-C-
D-E, B-C-F-E and B-C-D-K-E; the path reliabilities are 0.81, 
0.81, and 0.729 respectively. 

 

 

Figure 1: An 11-node topology with cooperation level 
depicted as _  next to each node. All links are bi-

directional. 
Therefore, to maximize the proportion of packets reaching 

E, B should select the path with reliability 0.81. We have two 
such paths and we break ties by selecting the path with the 
lowest hop count. Since both paths B-C-D-E and B-C-F-E 
have equal hop count, we choose one arbitrarily1. We define 
such a shortest path with maximum path reliability to be an 
optimal path. In a similar manner, we calculate the optimal 
path reliabilities for paths from B to the remaining destination 
nodes. Intuitively, the sum of optimal path reliabilities from B 
to each of its potential destinations is an indication of how 
much benefit B derives from the network. (As traffic patterns 
are typically not known at topology formation time, each 
node implicitly assumes all destinations to be equally likely.) 

Extending our example to a general setting, let denote 
the set of feasible paths from node  to node  and denote 
an optimal path from  to . The reliability of the optimal path 

 is given by: 
 

,
1  

Φ    .          (3)                  

The total benefit derived by node  is the sum of the 
reliabilities of the optimal paths to each possible destination. 
Since the sum scales as , the benefit is normalized to lie 
in the range 0, 1 , making it independent of network size , 
and is given by: 

,
∑ ,, .                      (4) 

 
Cost function: To realize this benefit, nodes experience a 
cost in the form of energy spent in forwarding packets for 
other nodes in order to take advantage of their relay services. 
Thus, a node’s cost function takes into account energy spent 
to: (a) source the node’s own packets, and (b) forward 
packets for others. 

We do not assume a priori knowledge of traffic patterns. 
Since nodes are unable to assess exact traffic demand, they 
act on the premise that all destinations are equally likely. 
Hence, the expressions for (a) and (b) can be obtained in 

                                                            
1 An alternate approach is to consider multi-path routing to 
counter congestion by load balancing; this is beyond the 
scope of this paper. 
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terms of node connectivity. This is explained in more detail in 
the context of the example in Figure 1.  

Recall that node B transmits at a power level  and 
cooperates with a level 0.9. The total energy spent by 
node B in sourcing its packets to each of its 10 potential 
destinations is proportional to 10 . Node B also expends 
energy in forwarding traffic: based on the forwarding policy 
described earlier, B forwards packets sourced by A and those 
destined to A from all nodes except E, H and P. There are 15 
such flows – 9 originating from A and 6 destined to A – that 
go through B. Of these, all packets originating from A and C 
reach B, whereas only a fraction of those originating from 
other sources reach B. (The remaining packets are dropped en 
route by other nodes.) For instance, D forwards only 90% of 
packets sourced by M destined for A, out of which C 
forwards 90% to B. Therefore, only 81% of packets sourced 
by M reach B. Again, since B further forwards 90% of the 
fraction it receives, the energy consumed by B in forwarding 
M’s packets to A is proportional to the fraction of packets it 
receives and its own cooperation level, i.e. it is proportional 
to 0.9 0.9 0.9 0.729 . Extending this to all flows 
along feasible paths to and from A, the total energy consumed 
by B in forwarding packets for others is found to be 
proportional to 12.807 . This combined with the energy 
consumed by B when acting as a source gives us the total cost 
incurred by B as proportional to 22.807 . 

We now generalize this example. When acting as a source, 
node  transmits packets for  destinations – the number of 
nodes for which there exists a feasible path with positive 
reliability from ; the energy consumed by node   in 
transmitting its own packets is then proportional to . 
When acting as an intermediate node on any optimal path 

 between distinct nodes  and , unless  is the next hop 
from  or the path reliability is 1, some portion of the traffic 
from  is dropped before it reaches . Moreover, different 
optimal paths drop packets with different probabilities, 
according to the cooperation level of other intermediate nodes 
on those paths. Taking such varied path reliabilities into 
account, let  denote the total fraction of traffic received by 
node  along all such optimal paths. As node  further 
forwards only a  fraction of the traffic it receives, the 
energy consumed in forwarding is proportional to . 
The overall cost is a function of the total energy spent, hence 
it is proportional to . Since this cost scales as 

, we normalize the cost to lie within the same range 
0, 1  as the benefit. We express the cost function as:  

 
,

,
.                         (5)                                    

III.  RESULTS 

In this section we characterize the steady-state topology 
resulting from nodes’ maximizing their utility. Particularly, 
we evaluate the efficacy of the incentive policy and study its 
effect on the network connectivity.  
 
A. Simulation Set-up 

We consider a 50-node network with nodes randomly 
positioned according to a uniform distribution in a fixed area 

1,1 1,1 . We initialize each node  with a 
maximum power level, , , such that the initial topology 
(maximum power graph) is connected. Each node is 
initialized with the same maximum power level necessary to 
achieve 1-connectivity with 95% probability [5]. In addition, 
each node is also initialized with a cooperation level, , 
selected at random according to a uniform distribution in the 
interval 0,1 . We carry out 400 runs: for each run a different 
random initial topology is generated.  

In each run, a node initially calculates its utility, 
,  where  denotes the maximum power vector. 

We maintain the same benefit factor  for all nodes. The 
simulation follows an iterative process for nodes to update 
their power and cooperation levels. Within each iteration, 
nodes, in a round-robin manner, select an appropriate power 
level  and cooperation level   that maximizes their utility 
function. In other words, each node follows a best response 
dynamic, given the settings of other nodes in the network. 
Mathematically,  and  are the best response transmit 
power and cooperation levels if: 
 

, , , , , .        (6)  
                                         

Here,  and  refer to the joint power and cooperation 
level profiles, respectively, of all nodes except . Only one 
node adapts its settings at a time and other nodes are made 
aware of this adaptation. (We assume the presence of a higher 
layer mechanism that allows nodes to inform one another of 
their new settings through the exchange of control messages.)  

In this manner, during each iteration, nodes update their 
settings and re-evaluate their utilities. The best response 
dynamic continues until none of the nodes can improve on 
their utility by unilaterally modifying their transmission 
settings. At this point, the process is said to have converged 
to a steady state.  

It is important to note that the best response dynamic is not 
guaranteed to converge [6]. In some cases, we observe that a 
subset of nodes cycle in their power and cooperation settings. 
On detecting a cycle, nodes re-initialize their cooperation 
levels and continue the best response dynamic until they 
converge. 

B. Efficacy of the Forwarding Policy 
Under the forwarding policy described in Section II, we 

observe that within 2-3 iterations nodes starting from random 
initial cooperation levels converge to a steady state 
cooperation value of 0 or , where  is the maximum 
initial cooperation level among all nodes. Specifically, we 
observe that when nodes form a connected topology, every 
node is incentivized to cooperate at the  level. High 
cooperation levels results in high path reliabilities given by 

 where pathlength denotes the average path 
length of the network. On the flip side, for cases when the 
network is partially connected some nodes may be isolated 
from the network; an isolated node plays no role in 
forwarding packets and hence reduces its cooperation level to 
0. (For a detailed discussion on the steady-state connectivity 
property, see subsection C below.) 

Given these observations, it stands to reason that the 
careful introduction of fully-cooperative (“altruistic”) nodes 
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to the network can steer selfish nodes towards cooperation. 
We characterize this further by considering a worst case 
scenario wherein we insert one or more altruistic nodes and 
the remaining nodes are initially set to not cooperate at all 

0 . The simulation is carried out by varying the 
percentage of altruistic nodes. The outcome of this 
experiment is promising: only a small percentage of altruistic 
nodes are sufficient to steer the entire network towards full 
cooperation. 

We observe that a network with at least 14% of altruistic 
nodes is sufficient to ensure an all-cooperating network in 
steady state for 0.9 (as observed in Figure 2). This 
critical number is significantly higher for 0.7, as one 
would expect, because nodes perceive higher cost and hence 
require greater incentives to cooperate. Thus, with decreasing 
benefit factor, the likelihood of altruistic nodes driving the 
entire network to cooperate decreases. 

 Figure 2: Percentage of runs for which all nodes fully 
cooperate for different values of benefit factor 

Even though we observe a few runs that do not achieve 
complete cooperation from all nodes, the final fraction of 
nodes that do fully cooperate is high (see Figure 3). We 
notice that at least 98% of nodes cooperate in steady state, 
when the initial topology contains as few as 4% altruistic 
nodes. 

C. Network Connectivity 
Typically, the problem of topology control is constrained 

by requiring a connected network. However, at times the 
exorbitant cost of connecting to an isolated node is not 
justifiable. In this work, we balance the objectives of 
complete connectivity and reduced energy consumption costs 
in the presence of an incentive scheme. Hence, under our 
model, the network is not guaranteed to be connected at 
steady-state if the cost of achieving connectivity is 
prohibitive.  

We present the connectivity properties of the steady-state 
topology in Figure 4 and 5 as nodes’ perception of benefit 
and cost varies. As nodes experience a greater benefit in 
connecting to other nodes (for higher values of the benefit 
factor), the cost to maintain a connected topology reduces and 
the percentage of runs for which the network is connected in 
steady-state improves (shown in Figure 4). 

 

Figure 3: Percentage of nodes that fully cooperate, for 
different values of benefit factor 

 

Figure 4: Percentage of runs for which the network is 
connected 

For the case when the network is not connected, we 
characterize network connectivity by evaluating the largest 
connected network component. We define the ratio of the 
number of nodes forming the largest connected component to 
the total network size as the connectivity fraction of the 
network. We observe that even when nodes do not perceive a 
high benefit to form a connected network, a substantial 
percentage of nodes remain connected (on average 95% of 
nodes are connected for a benefit factor of 0.5, as shown in 
Figure 5).  

IV. RELATED WORK 

It is generally recognized that even when nodes are self-
interested, some amount of cooperation is required to sustain 
a completely autonomous ad hoc network (see [1] and 
references therein). One important problem is how to 
stimulate the nodes to cooperate, when they are driven by 
self-interest. The need for appropriate incentives for 
cooperation can be observed at multiple layers in the protocol 
stack [7]. We consider cooperation in topology control at the 
network layer. 
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Figure 5: Average connectivity fraction for different values 

of the benefit factor 

Research efforts to address the problem of topology control 
in the presence of selfish nodes are fairly recent and a 
common approach is the use of game theory and mechanism 
design. The work in [6] is among the first to pose the 
topology control problem for ad hoc networks as a non-
cooperative game. The authors derive bounds on the cost of 
anarchy: the performance that results from the Nash 
equilibrium compared to the social optimum 

In [8], the authors formulate topology control games as 
potential games. The potential game formulation guarantees 
the existence of at least one Nash equilibrium. In both [6] and 
[8] nodes are modeled as selfish in conserving energy solely 
by varying their transmit power levels. This is significantly 
different from our characterization of selfish behavior as we 
allow nodes to aggressively conserve energy not only by 
varying their power level but also by selecting an appropriate 
level of cooperation when forwarding packets for others. 

Mechanism design, in the context of topology control, is 
employed to provide the appropriate incentives to individual 
users so that they maximize their objective function when the 
network minimizes total energy consumption, subject to 
connectivity constraints. This approach has been adopted in 
[3] and [9] by engineering a payment system that leads selfish 
nodes to forward packets for others. The utility function 
proposed in [3] requires that each node declare the per-edge 
price that it intends to charge in exchange for forwarding 
packets.  

The approach of assigning prices on a per-link basis does 
not account for the wireless broadcast advantage. The cost 
incurred by a node when forwarding packets along a link is a 
function of the transmit power required to establish that link; 
therefore, a node will incur uniform energy costs in 
maintaining links to each of its 1-hop neighbors, all 
accessible at the same power level. In our model we evaluate 
costs as a function of the transmit power, and do not assume 
any link-based charges.  

In addition, charge-based incentive mechanisms such as the 
ones studied by [3] and [9]  impose considerable overhead 
(and may require additional hardware modules) to keep track 
of payments to individual nodes. The incentive policy we 
consider does not require the intervention of a third party 
arbitrator to keep track of payment exchanges and to validate 
transactions. Nevertheless, like any other non-pricing based 

reputation schemes (e.g. see [7] and the references therein), 
the assessment of cooperation levels introduces some 
overhead as nodes need to maintain and periodically update 
information about other nodes’ behavior. 

V. CONCLUSIONS 

Our work is one of the first to address the problem of 
topology control in presence of selfish nodes in ad-hoc 
networks. The objective of this work is to characterize 
topologies that emerge (in terms of connectivity) when self-
interested nodes evaluate the trade-offs between cooperation 
benefits and energy consumption costs. 

Our model admits a holistic view of energy minimization – 
by regulating the energy spent in transmitting at a given 
transmit power level as well as in forwarding packets at a 
certain cooperation level. We show that an incentive policy 
based on the observation of other nodes’ behavior leads to 
strong cooperation among selfish nodes. In addition, the 
steady-state topologies exhibit high degree of network 
connectivity. We plan to extend these results to consider 
additional connectivity properties such as node degree and 
path length in the future. We also plan to evaluate energy 
efficiency of nodes adopting the aforementioned incentive 
scheme and compare it with that obtained from power-aware 
topology control algorithms. 

The best response dynamic that we adopt is simple to 
implement but can lead to update cycles. In the future, we 
plan to adopt a more robust approach that takes into account 
the knowledge of past actions and histories, as envisioned by 
the current research on cognitive radios and cognitive 
networks. 
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