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Catastrophic failures of power systems are phenomena which
occur with some regularity throughout the world. It is recognized
that these cannot be prevented, although with the use of newer
developments in power engineering, in communication systems,
and in computer engineering it would be possible to reduce their
frequency and their impact on society. Analyses of many blackouts
point to some salient features which are common to most such
events: power systems under stress because of high load levels or
outages of important facilities, some initiating event—usually a
fault, often followed by cascading effects due to unwanted opera-
tion of some protection systems. In particular, the role of hidden
failures (HFs) in protection systems in propagating power system
disturbances has become clearer with some of the recent research
reported in the literature. This paper explores further the issue of
HFs of protection systems and possible countermeasures.

Regarding the countermeasures, adapting the protection systems
so that they would change their operational logic from OR to a
VOTING protocol has been discussed in the literature, and is well
within the capability of present technology. Other hardware so-
lutions, such as “Hidden Failure Monitoring and Protection Sys-
tems,” have also been discussed in the literature.

Most of these countermeasures will require intensive use of com-
munication networks. Communication infrastructure will be utilized
for real-time data transfer, as well as for slower speed data gath-
ering tasks related to the condition of the power system. In this
paper, we concentrate on the communication facilities and their ap-
plications for providing countermeasures against catastrophic fail-
ures of power systems.

Keywords—Cascading, catastrophic, countermeasures, failure,
hidden, risk.

I. CAUSES AND ANALYSES OF POWER SYSTEM BLACKOUTS

A. Role of Hidden Failures (HFs) in Protection Systems

It is well known that protection systems play an important
role in the manner in which a power system responds to cat-
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astrophic events. Misoperation of protection systems is often
a contributing cause to the cascading process encountered in
major power system failures throughout the world. Among
possible failures of the protection systems, the most trouble-
some are the “hidden” failures.

HFs in protection systems are defined as “a permanent
defect that will cause a relay or a relay system to incorrectly
and inappropriately remove a circuit element(s) as a direct
consequence of another switching event” [1]. Note that a
“failure to operate” is not considered to be an HF due to
the fact that some other protection system will take out
the faulted equipment. Protection systems are generally
biased toward dependability, meaning that some protection
will always be available to remove a fault from the power
system. This bias is justified, because the effect of leaving
a fault on for longer duration on an ac power system is to
make the system unstable, which would ultimately lead to a
catastrophic failure. The phenomenon of HFs in protection
systems becomes particularly important in times of stress
precisely because it weakens the security of the protec-
tion—meaning that it leads to unnecessary outages.

HFs in protection occur as a result of the following two
phenomena [2].

• A protection element functionality defect (PEFD).
This type of defect may be a result of hardware fail-
ures, outdated settings, or human errors.

• The second contributing factor is the logical arrange-
ment of devices with the PEFD. The logic will deter-
mine if the failure will or will not remain hidden within
the protection scheme until another event uncovers the
defect.

As an example of an HF in a protection system, consider
Fig. 1, the control circuit of a distance relay—one of the
most commonly deployed protection system on transmission
networks. The figure shows a simplified control circuit of
three-zones of protection and the corresponding coordination
timers for zones 2 and 3. For this protection system, a PEFD
in the form of continuously closed contacts or will re-
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Fig. 1. Simplified control circuit of three-zone step distance
relays.

Fig. 2. One-line diagram for the directional comparison blocking.

sult in an HF of this protection system. Under this condition,
it is only necessary to have a fault with an impedance smaller
than zone 2 or zone 3 setting to cause an unnecessary trip. A
PEFD of contact will result in no HF as it will lead to an
immediate trip—a misoperation of the protection system but
not an HF.

Prior research has resulted in a catalogue of HF modes of
the most common protection schemes used in transmission
lines, transformers, buses, and generators [3]. For each of
these failure modes, it is possible to define a region of vul-
nerability as the physical area in which the occurrence of an
event will trigger an unwanted trip due to the HF. This region
will be defined by a particular location, dimension, and mag-
nitude depending on the HF mode of the protection system
being analyzed and the protection system location within the
power system.

B. Regions of Vulnerability of HFs

For an HF to cause a false trip, it is necessary that a fault
occur in its neighborhood. The idea of “neighborhood” is
made precise by the concept of “a region of vulnerability.” In
order to explain how the regions of vulnerability are devel-
oped based on the HFs, an example of a protection system for
a transmission line is presented in Fig. 2 [4]. The figure shows
a one-line diagram of the directional comparison blocking
scheme (another commonly used protection system for trans-
mission lines). Fig. 3 shows the corresponding control circuit
for the directional comparison blocking scheme with the HF
in the fault detector relay FD , which is unable to close its
contacts.

Fig. 3. Control circuits for the directional comparison blocking
scheme at A and B line terminals.

A fault on a neighboring circuit such as should start a
blocking carrier signal from terminal A, which in turn will
block tripping at both terminals. The relay at terminal B sees
the fault in the forward direction, and hence does not start
blocking carrier from its end. If FD fails to operate and a
fault occurs at , both terminal of line AB will be opened
in the absence of the blocking carrier. This is a misoperation,
and will be an additional trip—beyond the legitimate trip of
the line with fault on it. Note, however, that this particular
HF will only lead to a false trip for those faults of the type
which are within the reach of the directional element at
terminal B. This reach thus constitutes the region of vulner-
ability of this particular HF. This is illustrated by the shaded
region in Fig. 2.

C. Areas of Consequence and Index of Severity

The regions of vulnerability for all protection systems in
use on a power system can be determined through an analysis
of the relay logic and by performing appropriate short-cir-
cuit studies on the power system in order to determine which
of the faults lead to a misoperation due to each HF. In this
fashion, a series of maps of regions of vulnerability of all
HFs can be generated. Clearly not all HFs are of equal im-
portance to the security of the power system. It is necessary
to develop a technique which will take into account the im-
portance of the HF. The concept of “importance” is better
measured by the “index of severity.”

The index of severity was developed in order to rank the
protection schemes according to the overall effect of con-
sequential tripping of two power system elements (double
contingency) in the power system. The index considers the
dynamics of the protection schemes and is calculated based
upon the extent of the region of vulnerability, the loss of load
in megawatts (if any), the loss of generation in megawatts
(if any), and the ability of the system to reach a postdistur-
bance steady state after the double contingency. The index
of severity provides a prioritized list of places on the power
system where countermeasures against HFs must be imple-
mented in order to have the greatest impact on the power
system’s ability to resist cascading failures.

Recent work [5] discusses the practical problems associ-
ated with the computation of the regions of vulnerability and
the index of severity of various HFs in protection systems.
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Fig. 4. Dynamic event tree describing power system cascading failures.

II. RISK OF CATASTROPHIC FAILURES

A. Risk Assessment of Cascading Failures in Electric Power
Systems

In bulk power transmission system planning and opera-
tion, the current practice is to carry out contingency
analysis [6], [7]. Occasionally, security analysis is
employed in some critical cases. security analysis for

is perceived as being impossible to achieve due to the
huge number of cases that need to be investigated. In fact,
under the assumption of independence between successive
events, it would require checking the impact on the system
reserve margins of the loss of every out of pieces of
equipment, which yields a number of cases to be tested that
grows exponentially with . However, it is clear that this
chain of contingencies are dependent upon each other due
to the protection system interactions, either directly or indi-
rectly via the changes in the distribution of power through the
network, and due to the possible multiple impacts of a trig-
gering event such as lightning or other natural hazard. Con-
sequently, the probability of occurrence of cascading failures
is much higher than the probability of a random (i.e., inde-
pendent) tripping of out of components of the system. It
is also the usual practice in reliability and security analysis to
neglect the impact of the protection systems. As a result, cas-
cading failures leading to blackouts or brownouts with proper
modeling of protection systems have not been investigated.

In this section, we describe a methodology together with
a set of algorithms that estimate the probabilities of cata-
strophic failures caused by HFs in the hardware or software

components of the protection systems. It builds on the pio-
neering work carried out by Phadke et al. [8], [9].

B. Cascading Failure Description via a Dynamic Event
Tree

The approach is based on a dynamic event tree whose flow-
chart is depicted in Fig. 4. The tree originates from a root
node representing a triggering event: typically a short cir-
cuit on a piece of equipment such as a line, a transformer, a
bus, or a generator. The branches of this tree describe the dif-
ferent sequences of events that may result in either the failure
or nonfailure of the system. As shown in Fig. 5, we may
distinguish five levels in the probabilistic event tree, which
are “triggering event,” “breaker status,” “fault types,” “relay
reclosing status,” and “system failures.” The product of the
conditional probabilities of these five levels along a given
branch that ends in a system failure node equals the con-
ditional probability of that particular system failure. Since
typically there are many sequences of events that may re-
sult in system failures, the total conditional probability of
system failure for a given triggering event is the sum of all
the conditional probabilities of sequence of events resulting
in a system failure.

More specifically, the dynamic event tree consists of a col-
lection of events and their associated probabilities that occur
in sequence as follows. First, the triggering event may be a
permanent or a temporary fault with a probability
and , respectively. Here, is the probability
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Fig. 5. The five levels of the probabilistic event tree.

of the occurrence of a fault on line , and is the condi-
tional probability that this fault is permanent.

Once a fault occurs on a given line, the circuit breakers
of that line may remain stuck in a closed position and fail
to open with a conditional probability . In this case, the
breaker failure relay will send a tripping signal to adjacent
circuit breakers to isolate the fault with a very high proba-
bility, which may be assumed to be equal to one for all prac-
tical purposes. In the event of a temporary fault, the breakers
should reclose after a brief instant, an event that may fail to
occur with a conditional probability . This probability is
not negligible according to a statistical study of relay and cir-
cuit breaker misoperations conducted at a U.S. utility by the
IEEE Power System Relaying Committee working group and
reported in [10]. The latter study revealed that seven breakers
failed to reclose on temporary faults over a one-year period,
and the failures account for 14.6% of the total misoperations.

In addition to the relays of the faulted line, other relays
may also sense the fault current. Unlike the former relays,
the latter should not open the lines under their control unless
the relays on the faulted line fail to isolate the fault in time;
however, one or several of them may each suffer from an HF
with a small probability and thereby trip the associated
nonfaulted lines. This sequence of line trippings may result
in either a system failure or line overloads.

The short-circuit current created by the first fault exposes
the HFs of all the relays whose regions of vulnerability in-
clude the faulted line. If there are exposed HFs, their asso-
ciated lines may open with a nonzero probability. These line
trippings will in turn change the pattern of the power flow
in the system and may thereby induce overload on a certain
number of lines in the system. When the overload is large
enough, these lines may in turn trip due the loadability limits
of their relays. This sequence of overloaded lines and relay
trippings may continue until a major system failure such a
brownout or a blackout occurs.

C. Expression of the Conditional Probability of System
Failure

In summary, the probability of system failure due to a trig-
gering event can be evaluated as follows:

(1)

where
probability that a circuit breaker of the faulty
line does not open in time;
probability that the circuit breakers of the
faulty line do not reclose following a tempo-
rary fault;
probability of system failure due to relay HF
given the occurrence of a permanent fault;
probability of system failure due to relay HF
given the occurrence of a temporary fault and
the nonreclosing of the faulty line;
probability of system failure due to relay HF
given the occurrence of a temporary fault and
the successful reclosing of the faulty line;
probability of system failure due to line over-
loads given the occurrence of a permanent fault;
probability of system failure due to line over-
loads given the occurrence of a temporary fault
and the nonreclosing of the faulty line.
probability of system failure due to line over-
loads given the occurrence of a temporary fault
and the reclosing of the faulty line.

Let us now derive the expression for the probability of
system failures given a permanent fault, which is denoted by

. To this end, let us define as the set of all sequences
of line outages leading to system failure due to HFs exposed
by the short circuit. Let us also define as the probability
of the th sequence. Then, we have

(2)

The probability is the product of: 1) the probabilities {
for all } of all tripped lines in the th failure mode
leading to system failure, which form the subset of

, and 2) the probabilities {( ) for all }
of all the remaining lines that do not trip, which form the
subset of . Hence, we have

(3)

where

(4)

Similarly, we can derive the expressions of and
as well as the expressions for the probabilities of

system failure due to line overloads, , , and
. For example, we have

(5)

where

(6)

and

(7)
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Here, is the set of sequence
of line events leading to system failure due to HFs exposed
by line overloads, and is the subset of that consists
of all tripped lines in the th failure mode leading to system
failure. Also, denotes the probability that line trips due
to an HF exposed by line overloads.

For a large power system, it is a formidable task to eval-
uate the probability of system failure induced by a fault on
every branch of the network. Therefore, a fast screening
method must be used beforehand to identify the regions
of the network that may include weak links. The search
can then concentrate only on the identified areas with the
smallest reserve margins in transmission and/or generation.
Note that the weak links are the minimal cut sets of the event
tree in that they lead to system failure with the smallest
number of line trippings, implying that they lead to the
highest probabilities of system failure.

Once the probability of system failures has been evaluated,
it is important to assess the system failure significance (i.e.,
risk index) that accounts for both the probability and severity
of a system failure, which is defined as

(8)

where
risk index for th trigger event;
probability of system failure due to th trigger event;
severity index for system failure due to th trigger
event;
weighting factor, which is used to account for the
importance of loss of load, loss of key substations,
or system instability.

Different system failures have different consequences. The
severity index of system failure can be represented by ei-
ther the number of customers disconnected, or the amount of
power curtailed, or the amount of energy nondelivered, or the
amount of dollars lost by the customers. The weight coeffi-
cient accounts for the relative importance of a tripped load or
a disconnected substation.

D. Software Programs for Risk Assessment of Catastrophic
Failures

Based on the foregoing methodology, a package of soft-
ware programs including a continuation power flow program,
a short-circuit program, a power flow program, and a proba-
bility calculation program has been developed.

In the first step of simulation, a continuation power flow
program is executed to rank the load buses by increasing re-
active reserve margins to voltage collapse. This ranking al-
lows us to identify the heavy loaded regions of the system
with the smallest reserve margins. Cascading failures in these
regions are likely to occur with the highest probability since
few line trippings due to relay HFs may result in the discon-
nection of large segments of the loads.

In the second step, a three-phase short-circuit is applied
sequentially to every branch of these regions and in each
case, all those relays that see a large short-circuit current are

pinpointed via the short-circuit program. If the magnitude of
a fault current exceeds the pickup setting of an overcurrent
relay, then the relay is said to be exposed to relay HF and may
cause a sequential trip. This sequence of events continues
until either a sufficiently large amount of load is discon-
nected or a voltage collapse occurs. Finally, the probability
of system failure is calculated.

For fast screening to detect critical cases, a continuation
power flow program is executed to identify the regions that
have the smallest reactive reserves in the system. Starting
from a power flow solution, say at peak load, the continu-
ation power flow algorithm traces the power flow solution
curves as the reactive power injections of the load buses are
increased up to the saddle-node bifurcation point [11]. In this
work, we used the predictor–corrector scheme [12] in con-
junction with the local parameterization method proposed
in [13] for the prediction step. The predictor finds a point
along the tangent of the - curve in the direction of the
saddle-node bifurcation point while the corrector uses this
point as an initial condition to seek, via a Newton–Raphson
algorithm, a solution to a set of parameterized power flow
equations. Simulation results on the California subsystem are
presented in [21].

III. COUNTERMEASURES AGAINST CATASTROPHIC

FAILURES OF POWER SYSTEMS

As mentioned earlier, the role of countermeasures against
catastrophic failures is not to eliminate them—which is
impossible—but to reduce their frequency and severity.
For most effective countermeasures the communication
infrastructures assume a critical role. Data networks capable
of transferring critical data in a secure manner and with
adequate latency are essential in this task. Data are needed
in real time to achieve high-speed control and protection,
and also in somewhat slower time (minutes) to communicate
system state data to substation-based control equipment
to prepare them for foreseeable contingencies. High-speed
communication networks will most likely be proprietary
networks with ownership resting in power companies, while
slower speed communications could be entrusted to the
Internet with appropriate security measures built into the
communication protocols. Both such applications are con-
sidered in the following.

A. Data Network Architectures for Countermeasures
Against Blackouts

The support of data networks in the control and man-
agement of power systems is critical, in order to deal with
real-time monitoring of devices, detection of malfunction,
network reconfiguration to minimize losses and power
imbalance, automated prevention of cascading failures, etc.
Recent developments such as the deregulation of the power
industry have further increased the need for the robust ex-
change of information among the various stakeholders. Such
information may include scheduling of power transmission,
power generation capabilities, and pricing and billing infor-
mation [14].
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Several researchers have proposed different data network
architectures for power systems. With distributed automa-
tion becoming a necessity in a deregulated environment, it
is not difficult to understand the importance of coordination
between the various elements of the system. A communica-
tion infrastructure based on the TCP/IP layering structure,
with each field device including customer meters identified
by a unique network layer address and communication
between the network elements using a standard-format “IP
datagram” formed an initial analogy to computer networks
[15]. Researchers have also proposed customized infrastruc-
ture designs for certain strategic power infrastructures. A
common idea is to use fiber-optic links in the backbone
network to connect the different components involved in the
power system with different LAN topologies for substation
system design [16]. All these different proposals for the
communication architecture led to the IEEE’s standardizing
a “Utility Communication Architecture” (UCA). The UCA
defines the basic structure of the data network between the
power system elements and includes a gamut of communi-
cation protocols to achieve the basic tasks in a substation.
The architecture includes detailed object models defining
the format, representation and meaning of utility data. It
also defines an architecture framework for the individual
components involved in the automation such as operations
control center, distribution and transmission substations,
power plants, and customer interface of the utility [17].

The control and management of the power infrastructure
involves the transfer of critical as well as periodic data re-
quests issued from a distribution control center to agents lo-
cated in distribution feeders, as well as appropriate actions
(response, reconfiguration, etc.) taken by such agents. Under
certain conditions, this exchange may be done over the In-
ternet (this is considered in Section IV-B below). A general
approach is to manage the network using a protocol analo-
gous to the Simple Network Management Protocol (SNMP),
widely used for the management of IP networks. The distri-
bution control centers can be thought of as a managing device
and the system components such as the controller, switch
gears, etc., as the managed devices.

A critical component in the efficient management of a
power system involves monitoring the transmission and dis-
tribution grids and the devices within a substation for faults,
followed by quick and timely action to restore the component
to its working condition before it can result in cascaded fail-
ures. It is important that the information about the condition
of any component in a substation be frequently collected by
the control center to accurately gauge the health of the device.
Traditionally, the condition-based maintenance systems are
either a network of wired sensors or involve a periodic rou-
tine of data collection by technicians. There is potential for
cost savings in leveraging wireless sensors for providing an
efficient means of maintenance and management of the de-
vices. These sensors may form an ad hoc wireless network,
collecting and consolidating data from their neighbors and
relaying processed information to central locations.

The potential benefits of a wireless sensor network es-
tablished for this purpose include ease of installation, with

Fig. 6. Two-tier hierarchy of a sensor network for power systems,
with sensor clusters at the bottom tier (small dots), with cluster
heads (large dots) communicating with one another in a mesh
topology. Some cluster heads serve as gateways to the Internet or to
a virtual private network set up by the utility.

the capability of adding new sensors on the fly; lower com-
munication costs, since they do not require the availability
of wired (fiber, twisted pair) infrastructure; and lower oper-
ating costs as compared to data collectors [18]. The func-
tionality provided by wireless sensors could also be extended
in the development of self-healing power delivery systems
[19], a concept that merges communication and power sys-
tems techniques.

It is appropriate to build a sensor network that fits the radial
structure of the electric power distribution networks, with
backbone feeders that branch out into a host of low-voltage
lines. One possible design would make up a two-tier hierar-
chical infrastructure of sensor nodes as depicted in Fig. 6. In
this structure, the bottom tier consists of sensor node clus-
ters that are each connected to a base station through power
line or microwave communications in a star configuration,
while the upper tier consists of base stations communicating
with one another via fiber optics, microwaves, or satellite
technologies. The latter provides a link to the utility LAN
or to the Internet. The bottom tier sensors may be placed at
the customer sites for automatic meter reading of the power
and energy consumptions and to deploy the base stations
at strategic locations along the electric power feeders for
voltage and power metering together with data communi-
cations and routing. They act as intelligent remote terminal
units (RTUs) of the distribution supervisory control and data
acquisition (SCADA) system.

Survivability of communications is of great importance
for data networks supporting power systems. The commu-
nication links between the power system components must
be maintained in order to exchange critical data during
system malfunction or overload conditions. The issue of
survivability also includes the possibility of preempting
certain monitoring data requests in favor of critical data,
reporting failures in the power grid. This can be done by
supporting QoS guarantees for specific data flows. Since
the data will traverse networks belonging to several admin-
istrative entities, policy-based network management will
play an important role in ensuring coexistence of noncon-
flicting policies that support security, QoS, and network
management.
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Techniques to ensure network survivability fall into two
broad categories: prevention and mitigation of failures.
Prevention methods must consider both potential hardware
and software failures, due to natural disaster, operator error,
malicious attacks, design flaws/bugs, etc. Such methods
include a variety of network security mechanisms such as
encryption; authentication, authorization, and accounting
(AAA) protocols; and firewalls, as well as fault-tolerant
design and redundancy of network equipment and links.
Mitigation methods include network design approaches that
contain route redundancy and allow for fast rerouting of
traffic in case of link failure, as well as traffic management
mechanisms that allow classification and differentiation
among traffic flows and favor high priority or mission crit-
ical flows when resources become scarce. The use of such
traffic management mechanisms, when combined with route
redundancy in the network design, can provide a compre-
hensive solution for network survivability [20].

B. Uses of Internet Infrastructure

This section discusses a future Internet-based power
system information network architecture (PSIN). Tradition-
ally, information exchanged in a power system is mostly
among individual sections of the same utility. Exchange
among different utilities is difficult, complex, costly, and
backward. Deregulation is pushing for extensive inter- and
intrautility information exchange, integration, consolidation,
dissemination, and open access.

Though Internet/IT has already found many applications
in the power industry, all of them focus on specific tasks
and no universal standard is developed. This problem could
be solved by introducing a new Internet-based PSIN. This
framework will consist of physical attributes, logical at-
tributes, and tools for dealing with these attributes. Physical
attribute is concerned with the information location, such
as spatial information, connection information, etc. Logical
attribute depends on the former, and deals with the informa-
tion functionality, security, timeliness, objective, etc. Power
system information can be organized in “layers” (group or
themes), each layer belongs to a specific topological type
and relates to a specific type of data. It is convenient to
have the PSIN architecture divided into physical layers and
logical layers as shown in Fig. 7.

In the basic PSIN architecture (Fig. 7), data and informa-
tion that may be scattered throughout the organization, in
different divisions and categories, is integrated in a generic
manner. Physical layers relate to physical location informa-
tion, and can be divided into many sublayers according to
the physical attribute. Areas controlled by one independent
system operator (ISO) can be one physical sublayer, which
also consists of different voltage-level transmission line
layers, power plant layers, substation layers, and control
center layers. All the physical layers will contain informa-
tion at different levels of detail. As an example, the regional
layer will contain some information about the power plants,
but if one needs a complete picture about the power plants,
one will have to go downstream to power plants information
levels. As a general navigating rule in the physical layer,

Fig. 7. Basic architecture of the power system information
network.

Fig. 8. Categories of information manipulation/tools.

as one goes downstream in the physical layers, one gets
information in greater detail. On the other hand, when going
upstream, a general picture of the power system will emerge.
These physical layers will be used as a search guide in PSIN.

Logical layers are divided according to information func-
tionality. With the detailed information functions, logical
layers will extend to more sublayers in either horizontal
or vertical directions. Logical layers depend on physical
layers. Different physical layers may have different logical
layers. On the multiregional HV power grid map, power
market layers for inter-ISO transactions are shown, but
information about the distribution and customer layers are
not needed. For the same logical layer, information contents
are also different for different physical layers or for same
physical layers in different areas. Flexibility, inheritance
(a parent–child relationship between one layer and its sub-
layers), and encapsulation between layers are used for the
PSIN architecture.

Another important part of this infrastructure deals with
tools required for data manipulation. Data manipulation can
be realized between layers and within the same layer. As
shown in Fig. 8, data manipulation depends on information
functionality and its layer location in the PSIN architecture,
and can be divided into different classes. SCADA/EMS/DSS
and DMS can be considered as certain types of information
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manipulation. Load flow analysis is another example of data
manipulation.

As stated earlier, based on object-oriented techniques, in-
formation manipulation should have the following features:
encapsulation, inheritance, and polymorphism. Encapsula-
tion means that most data manipulation should be combined
with related data into a single entity; for example, SCADA
and its related database should be encapsulated together
into one object. Inheritance is cloning one module after
another. It defines that the manipulations in upper layers
may have the same behaviors with its sublayers and have
additional functions. For example, SCADA operation in
utility physical layers can manipulate the plant data besides
the substation data in substation layers, but SCADA in
substation layers can only manipulate the substation data.
Polymorphism means the same operation may have different
functions for different layers or different data. Monitoring at
system operation level may mean the detection of variables
such as power frequency, voltage, current, and active and
reactive power, and a different set of variables in equipment
maintenance, such as temperature, pressure, transients, etc.

Many components or methods will be integrated using ob-
ject-oriented techniques. Combining the information manip-
ulation and the information management parts together leads
to the entire PSIN architecture. This new infrastructure will
offer many functions. To list a few, it should include:

• geographic queries and analysis;
• complete picture of the power network;
• improved information management and integration

among ISOs or RTOs;
• reduced data redundancy;
• standard way of communication among different enti-

ties;
• improved power flow, system security, and congestion

management.

It is important to point out that PSIN is only a framework,
and it attempts to provide a standard architecture in many as-
pects. However, access authorization for different types of in-
formation will remain the prerogative of information owners.

IV. CONCLUSION

Catastrophic failures of power systems—blackouts—are
harmful to society, and usually have a severe impact on eco-
nomic activity of the affected community. Although black-
outs cannot be eliminated, it is possible to use newly gained
understanding regarding their causes and to create effective
countermeasures using the capabilities of modern commu-
nication infrastructures. The paper has explained the tech-
nique of HF analysis of protection systems and determining
their severity as well as the risk posed by these occurrences.
High-speed and moderate-speed communication infrastruc-
tures play a key role in providing very effective counter-
measures against catastrophic failures of power systems. The
paper shows that it is possible to make use of the Internet for
slow-speed communications and proprietary high-speed net-
works for real-time critical data.

The newer technologies of synchronized phasor measure-
ments, adaptive relaying, and wide-area protection systems
offer an effective tool to combat the problem of catastrophic
failures in modern power systems.
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