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Abstract: Packet-switched networks (such as those using the internet protocol) 
now support an increasingly heterogeneous mix of applications, generating the 
need for performance guarantees for each traffic flow, or what is commonly 
known as quality of service (QoS). We argue that a QoS architecture, supported 
by the appropriate set of policies, can not only be used to provide service 
assurances to performance-sensitive traffic but also to enhance network 
survivability by prioritising access to scarce resources whenever there is sudden 
degradation in the underlying network infrastructure. In this paper, we illustrate 
this idea through representative examples. We also present the taxonomy for 
various policy based network management architectures and discuss our 
preliminary results in comparing such architectures through experiments 
conducted on our network test-bed. The identification of the appropriate policy 
architectures is an important first step in the implementation of a network 
system with the desired survivability characteristics. 
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1 Introduction 

In today’s information age, data networks have undeniably become a part of our critical 
infrastructure. This applies both to private networks operated within a commercial 
enterprise or government agency (intranets) and the public infrastructure that forms what 
we know as the internet. From entertainment to dissemination of important news, from 
electronic commerce to the support of real time communications (voice and video in 
particular), these networks have dramatically changed the way we work, communicate 
and play. Despite the best efforts of security practitioners to harden communication 
networks, such networks remain vulnerable to failure and attacks, and it is clearly 
important that we develop methods that can enhance, if not ensure, their survivability. 

One can view network survivability as depending on two complementary 
mechanisms: prevention methods that minimise the probability of a network being 
disrupted by a failure or attack, and mitigation methods that limit the damage when a 
failure or attack occurs. 

Prevention methods must address both hardware and software failures [1]. These will 
include a variety of network security mechanisms, such as encryption, authentication 
protocols and firewalls [2] as well as fault-tolerant design and redundancy of network 
equipment and links. Further, certain communication techniques, especially in a wireless 
environment, may also fall under the category of prevention. For example, spread 
spectrum was originally developed to prevent jamming by the enemy in a military 
scenario; more recently, the use of directional antennas has been investigated to provide 
both increased robustness and low probability of interference and jamming [3]. 

Mitigation methods include network design approaches that contain route redundancy 
and allow for fast rerouting of traffic in case of link failure, as well as traffic management 
mechanisms that allow classification and differentiation among traffic flows and favour 
high priority or mission critical flows when resources become scarce. We believe that the 
use of such traffic management mechanisms, when combined with route redundancy in 
the network design, can provide a comprehensive solution for network survivability. In 
this paper, we focus on traffic management associated with the QoS concept [4–6] and 
the policy architectures that are needed to support it. 

To date, quality of service mechanisms, such as admission control, queuing, 
scheduling, shaping and policing, have been proposed and used mainly to provide service 
differentiation to an increasingly heterogeneous application mix. However, these 
mechanisms, with the help of a robust underlying policy framework [7,8], can also be 
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used in order to support graceful quality degradation when network resources become 
scarce and can no longer meet demand. In such demanding situations (caused by 
infrastructure failure, network congestion, etc.), the network must have the means to 
direct existing resources to mission critical applications (for instance, command/control 
communications in a military environment or emergency services in a disaster 
management situation). These means include reliable ways to differentiate offered traffic 
a robust set of policies to determine which flows should be given access to which 
resources, and efficient dynamic resource allocation algorithms. This article summarises 
the main mechanisms used to attain QoS and outlines some ideas regarding how these 
mechanisms can be adopted in order to increase network survivability. 

The remaining portion of this article is organised as follows. In Section 2, we provide 
an overview of recent and ongoing research in network survivability and promote the 
need for further research in this area. In Section 3, we discuss the applicability of policy-
based QoS mechanisms to network survivability. We begin by briefly describing the 
various mechanisms used to attain QoS and certain QoS protocols and architectures that 
have been standardised to date. We provide a brief overview of policy-based networking 
and how it can be used to impart robustness to the QoS mechanisms. Further, we discuss 
various architectural approaches that can be adopted to implement a policy framework 
and what impact each of these approaches may have on network survivability. In  
Section 4, we elaborate, through examples, on the utilisation of a policy-based QoS 
framework to enhance network survivability. We also describe the implementation of our 
test-bed network and experimental evaluation of certain policy architectures. Finally, we 
offer some concluding remarks in Section 5. 

2 Related work 

Over the past few years, there has been considerable research effort devoted to network 
survivability. The subject has been extensively studied with regard to circuit-switched, 
Asynchronous Transfer Mode (ATM) and fibre optic networks. An overview and some 
sample references on related work can be found in [1].  

The proliferation of packet-switched networks, in particular networks adopting the 
Internet Protocol (IP), has resulted in the research focus shifting to the survivability of 
such networks. Further, with the emergence of the concept of quality of service for  
IP-based networks, there is growing interest in how these QoS mechanisms may be used 
to enhance network survivability. Dovrolis and Ramanathan [9] have proposed a 
mechanism, using the resource reservation protocol (RSVP) [10], to minimise disruption 
of service for critical and real-time applications. This is done by reserving additional 
bandwidth along a secondary or back-up path that can be used by the real-time 
applications if the primary path fails. This idea has been extended by Srikitja, Tipper and 
Medhi [11], providing a comparative study of two RSVP-based restoration schemes. 
Multi-protocol Label Switching (MPLS) [12,13] has also been found to be useful in 
providing traffic engineering for multi-class traffic with different survivability or 
restoration requirements, as shown in [14,15]. 

Most of the proposed mechanisms mentioned above are based on the fundamental 
philosophy of allowing certain applications to reserve bandwidth along a secondary path. 
Although such an approach provides faster restoration times, the redundancy in resource 
reservation may limit the ability of the network to offer bandwidth guarantees to new 
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flows. Also, this approach is not practical for some low bandwidth networks (e.g., ad hoc 
wireless data networks), where it is not possible to lay claim to precious network 
bandwidth for back-up reservations under normal network conditions. An alternative 
approach [11] involves the setting up of a primary reservation and attempting traffic 
restoration on network disruption or failure. However, since this approach is based on 
resource-based admission control, recovery from failure is not guaranteed. 

Further, it must be noted that, while QoS mechanisms such as those mentioned above 
can be used to enhance survivability, they also impose an additional security risk. The 
ability to gain privileged access to resources through QoS mechanisms provides the 
means for malicious users to launch an attack (such as denial of service) by illicitly 
acquiring network resources, potentially starving authorised users or applications. 
Therefore, it is extremely important to ensure the security and robustness of such 
mechanisms.  

We believe that the problems or shortcomings mentioned above with respect to 
network survivability or restoration can be addressed with the help of an underlying 
policy-based network management framework [7,8]. The key features that a policy 
framework endows are the ability to implement policy-based admission control enabling 
authentication and authorisation of users or applications, support for dynamic resource 
allocation (i.e., the ability to accommodate higher priority or mission critical traffic, even 
when resources are scarce, unlike purely resource-based first-come first-served admission 
control) and graceful degradation in the case of network failure, hence ensuring best 
possible performance for the various traffic classes under challenging network 
conditions. Our aim is to study the various policy architectures and how they can be used 
to support robust and adaptive QoS and enhance network survivability. Fulp et al. [16] 
present one such policy architecture based on pricing [17] to limit the various QoS 
requests. We discuss and compare alternative mechanisms and architectural approaches 
that facilitate efficient implementation of a policy-based QoS framework. 

3 QoS policy: an overview 

Circuit-switched networks, of which the public telephone network is the prime example, 
assign a fixed amount of resources to each accepted call. These resources are dedicated to 
the call for its duration, and, therefore, cannot be shared by other calls. Data networks, on 
the other hand, adopt a packet-switched approach and achieve increased efficiency 
through the concept of statistical multiplexing. Initially, packet switched networks 
worked on a best-effort basis, where packets from all flows competed on an equal footing 
for the available resources. Nowadays, there is increased interest in providing 
performance guarantees to different flows in such networks, motivated by a very 
heterogeneous mix of applications and, more recently, by the desire to effectively support 
real-time traffic over the internet. In this paper, we focus on packet-switched networks. 

What has become known as network QoS generally entails at least one of two 
aspects: service differentiation and performance assurance. Service differentiation 
recognises that different traffic flows, supported over the same network infrastructure, 
may have significantly distinct traffic characteristics (e.g., average and peak data rates, 
burstiness) as well as distinct needs (e.g., limited delay or jitter, minimum bandwidth 
requirements). Through appropriate traffic management mechanisms, the network can 
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offer different services that are tailored to specific classes of traffic. Performance 
assurance may be associated to service classes; examples include guaranteeing access to a 
certain amount of bandwidth or treating different classes according to a pre-established 
set of priorities. 

Thus, the underlying principle of QoS can be summarised as the assignment of 
resources to each flow according to its needs and to the network’s capabilities. However, 
service differentiation or the ability to reserve network capacity for certain flows opens 
up the possibility of unauthorised usage of available resources. A QoS implementation 
that does not include the means for authentication and authorisation would be likely to 
lead to a ‘tragedy of the commons’ and possibly result in even worse than best-effort 
performance.  

In commercial network services, pricing can be used to ensure proper distribution of 
resources (some examples of this are discussed in [17]): users who are willing to pay 
more can request and obtain higher levels of service. However, there are environments in 
which pricing should not or cannot be used for this purpose; these include intranets run 
by an enterprise, ad-hoc networks used by the military, and networks established by law 
enforcement or disaster management entities. In such cases, QoS architecture must be 
able to implement resource allocation or admission control based on one or more factors, 
such as the owner of the traffic (identity of the user, application or department the traffic 
is originating from), temporal elements (time of day or week) etc., in addition to the 
availability of network resources. This is where policy-based networking becomes 
critical. 

In this section, we discuss the relationship between QoS mechanisms and network 
survivability, as well as the principles behind policy-based networking. 

3.1 QoS for network survivability 

When network resources are reasonably plentiful, the main benefit of QoS is to protect 
performance-sensitive traffic (e.g., real-time traffic) from occasional deterioration in 
performance due to temporary congestion conditions. It is when these resources 
(bandwidth, in particular) become scarce that QoS mechanisms take on the more crucial 
task of ensuring their most efficient use. 

The mechanisms we envision, supported by the appropriate policies, would allow the 
network to operate in essentially two modes. In ‘normal’ mode, QoS differentiation 
would occur to distinguish between the performance requirements of different 
applications. In ‘survival-enhancing’ mode, the primary objective of QoS policies would 
be to ensure delivery of the most sensitive types of traffic. 

For example, third generation wireless mobile networks will support both voice and 
high-speed data over a cellular type of network. During regular operations, traffic 
management schemes will ensure that both types of users will be allocated the resources 
that are required for each type of traffic. This can be done, for instance, through radio 
resource management mechanisms, such as power control in a WCDMA environment. 
However, suppose an unanticipated event (such as a natural disaster or a terrorist attack) 
temporarily cripples the wireline infrastructure. In such situations, the wireless network 
would experience a sudden increase in traffic that would usually flow over the public 
switched telephone network; this additional load in turn makes it more difficult for law 
enforcement and disaster relief personnel to carry out their tasks using such networks. If 
the network already implements a set of QoS policies and associated mechanisms, this set 



   

 

   

   
 

   

   

 

   

    Prioritising access to scarce resources 25    
 

 

    
 
 

   

   
 

   

   

 

   

       
 

of policies can be used to keep non-critical traffic out of the network at times of 
emergency, as well as to pre-empt existing traffic in favour of new traffic of higher 
priority. Very importantly, the shift from normal to emergency operation can occur 
without human interaction simply by the enforcement of pre-existing policies. 

The actual service differentiation can be based on either a prioritisation scheme, 
where low-priority traffic is essentially starved when resources are scarce, or on a 
reservation scheme that coordinates pre-reservation of resources to support sensitive 
traffic flows and allows pre-emption of existing reservations when in ‘survival-
enhancing’ mode. Priority-based mechanisms are generally simpler to implement, while 
reservation-based mechanisms allow for more precise quantitative performance 
assurances but require additional signalling to establish the needed reservations. 

3.2 Policy-based network management 

Unlike legacy network management, which generally involves configuring and managing 
each network entity individually, policy based networking involves configuring and 
controlling the various operational characteristics of a network as a whole, providing the 
network administrator with a centralised, simplified and automated control over the entire 
network. QoS policy is one aspect of a wider area of recent interest, namely policy based 
network management (PBNM) [7,8]. Examples of other aspects that may be handled by a 
PBNM system are network security, address allocation, routing and content distribution. 
In [18] a policy is defined as “a definite goal, course or method of action to guide and 
determine present and future decisions”. In general, policies can be seen as the plans of 
an organisation to achieve its objectives. This may involve a set of rules to govern the 
behaviour of its network and its components (e.g., resources, users, applications) and the 
specification of a set of actions to be performed. 

Figure 1 Architectural elements of a policy framework 

 

Figure 1 shows the four basic elements that typically constitute a policy framework [7].  
A policy management tool (PMT) provides the network administrator with an interface 
via which she/he can interact with the network. A network administrator or operator uses 
the policy management tool to define the various policies or policy groups. The policies 
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specified at the PMT are then stored in a policy repository. It is typically the function of 
the PMT to validate the syntactic and semantic correctness of the administrator’s input, to 
ensure consistency among the high-level policies and to check for compatibility of the 
various policies. The PMT also determines the association between the policies and the 
network elements where these policies are to be enforced, determines which low-level 
policies can be used to support the specified high-level policies and ensures that the 
specified policies are comprehensive enough to cover all the relevant scenarios. For this 
purpose, the PMT may directly interact with the policy decision point (PDP). The PDP, 
or policy server, retrieves the policies from the policy repository and performs complex 
policy interpretation and translation into a format that can then be used to configure one 
or more policy enforcement points (PEPs) or policy clients. The PDP also needs to 
monitor any changes in the policies that might occur at the policy management tool or 
repository. The PEP is a network device where the policies are actually executed or 
enforced. It is noteworthy that, while an administrator would typically have centralised 
control through the policy management tool, the underlying components, namely the 
policy repository, the PDP and the PEP, may be numerous and distributed across a 
network. 

Figure 2 Policy distribution models 

 

(b) Provisioning model 
(a) Outsourcing model 
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The Internet Engineering Task Force (IETF) resource allocation protocol (RAP) [19] 
working group is active in the field of QoS policy. It has defined, among other standards, 
the policy-based admission control framework [20] and the common open policy service 
(COPS) protocol (and its extension for provisioning COPS-PR) [21–23]. COPS is a 
simple client-server protocol that supports communication between policy clients and 
remote policy server(s). Two policy control models have been defined: outsourcing and 
provisioning, illustrated in Figure 2. While COPS supports the outsourcing model, its 
extension, COPS-PR, integrates both the outsourcing and provisioning models. In the 
outsourcing model, when the PEP receives an event (e.g., a RSVP reservation  
request [10]) that requires a new policy decision it sends a request (REQ) message to the 
remote PDP. The PDP then makes a decision and sends a decision (DEC) message  
(e.g., accept or reject) back to the PEP. The outsourcing model is thus PEP-driven and 
involves a direct 1:1 relationship between PEP events and PDP decisions. On the other 
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hand, the provisioning or configuration model [23] makes no assumptions of such direct 
1:1 correlations between PEP events and PDP decisions. The PDP may proactively 
provision the PEP reacting to external events, PEP events, and any combination thereof 
(N:M correlation). Thus, provisioning tends to be PDP-driven and may be performed in 
bulk (e.g., entire router QoS configuration) or in portions (e.g., updating a DiffServ 
marking filter [24]). This approach allows PEPs to make some decisions locally. 

3.3 Taxonomy of policy architectures 

We are currently investigating the performance trade-offs involved in deploying a 
particular policy-based system to manage QoS and provide improved network 
survivability in bandwidth constrained mobile wireless networks. As a first step in  
this direction, we have established a characteristics-based taxonomy of policy 
architectures [25]. Such a taxonomy will help gain a better understanding of the various 
features that distinguish different architectures and also the strengths and weaknesses of 
each individual architecture. Further, the taxonomy, when analysed in light of certain 
constraints (e.g. bandwidth availability, host or network mobility, processing and storage 
capability of the hosts involved, probability of error or link failure, etc.) that a networking 
environment may suffer, will help determine the applicability of one or more 
architectures to that environment. In other words, the taxonomy will facilitate qualitative 
analysis of the various policy architectures and also the choice of one or more types of 
architectures that seem most promising for the scenario of interest. 

Here, we provide a brief discussion of the taxonomy. A detailed description can be 
found in [25]. The taxonomy is defined based on the following characteristics: 

• locus of control: policy server or policy decision point (PDP), e.g., centralised versus 
distributed 

• locus of information: policy repository or storage, e.g., centralised versus distributed 

• policy distribution:  outsourcing and provisioning models depicted in Figure 2 

• number of tiers: number of levels at which policy-based decisions can be made. 

The taxonomy broadly classifies the various policy architectures into three categories: 

1 Outsourced architectures: as the name suggests, all the PEPs outsource the policy 
decisions to remote policy server(s). All the policy decisions are made at a single 
control tier. If more than one PDP is present, then the PDPs operate as peers. 

 One of the major issues in defining and enforcing policies is policy conflict check: it 
is important for the network operator to ensure the coexistence of multiple  
non-conflicting policies. A centralised locus of control and information considerably 
simplifies the job of checking the consistency of the various policies stored and 
maintained at a single location. However, a major disadvantage of a purely 
centralised approach is that the smooth functioning of the entire policy framework is 
largely dependent on the central policy server and repository. In the event of the 
policy server becoming non-functional (e.g., shutting down due to a security attack), 
the entire policy system may break down. This makes the need for the security and 
integrity of the policy server and its stored information of prime importance. One 
way to prevent such a failure is to add redundancy and use distributed PDPs.  
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 An outsourced architecture may generate considerable overheads for policy-related 
signalling. It requires significant signalling between the PEPs and the remote PDP(s), 
with an associated increase in the requirement for bandwidth. Secondly, since PEPs 
seek policy decisions from a remote PDP, the policy response time (the time it takes 
for the PEP to receive a decision after sending a request) tends to be high. The 
signalling overhead may be excessive for environments with significant bandwidth 
constraints, as indicated by our preliminary results in Section 4.2. 

 Thus, this type of policy architecture seems applicable to a small and considerably 
secure network with enough bandwidth to alleviate the problem of high policy response 
time and signalling overheads.  

2 Provisioned architectures: these architectures use provisioning to push the policy 
information to different nodes in the network. Unlike the outsourced approach, 
wherein the policy distribution is mainly PEP-driven, the provisioned approach 
involves a PDP-driven policy distribution. At least two tiers of policy control are 
involved, i.e., the locus of control and the locus of information are distributed across 
two or more tiers. This approach involves distributed execution of policy control and 
reduces the signalling overhead encountered in the outsourced approach. 

3 Hybrid architecture: A hybrid approach combines features of the outsourced and 
provisioned architectural approaches. The idea behind this approach is to avoid the 
pitfalls of the completely outsourced and provisioned approaches, while taking 
advantage of the benefits of each of those approaches. 

 Hybrid architecture typically involves distributed policy execution, wherein either 
multiple policy servers and/or PEPs have local decision-making capability. However, 
if a relevant policy to service a request at hand is not found, then the policy decision 
is outsourced to another remote policy server. Such hybrid architecture seems 
promising for low bandwidth mobile and wireless network scenarios, since it 
provides the network devices with the flexibility to adapt to new or varying 
conditions for which a local policy may not exist. 

In general, the distributed and hybrid architectural approaches can be further extended to 
incorporate a hierarchical control structure, i.e., with more than two tiers of control. The 
number of levels in the hierarchy may be set according to factors such as the size of the 
network or number of hosts involved, the processing and storage capability of the various 
hosts, or bandwidth availability. 

4 Network survivability using a policy based QoS framework 

As mentioned earlier, policy-based admission control (PAC) not only helps provide a 
robust QoS framework (by authenticating and authorising the users, applications or hosts 
requesting quality of service), but also facilitates accommodating higher priority or 
mission critical traffic when the network resources are already exhausted by lower 
priority traffic flows. This is unlike many resource based admission control algorithms, 
which admit traffic flows onto the network on a first-come-first-served basis. In the event 
of a failure in one or more network elements (nodes, links etc.), PAC can be used to 
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provide graceful degradation of services for existing flows according to their respective 
access priorities. Thus, a policy-based QoS framework provides the means for dynamic 
traffic management and restoration, in turn helping the network adapt to the varying 
conditions. 

Selection of appropriate signalling mechanism(s) and architectural approaches can 
enhance the robustness of the policy framework itself against attempts to compromise the 
network (e.g., with flooding or denial of service attacks). For example, the COPS 
protocol implements HMAC-MD5 authentication (using shared keys) before a COPS 
connection is set up [21]. Without the correct key, no connection will be established and 
subsequent requests from a malicious node will be ignored. Using the provisioned 
architectures, policy clients can be made capable of making local decisions and 
overloading of network resources can be avoided. 

4.1 Illustration 

In this section, our aim is to illustrate the effectiveness of a policy-based framework for 
admission control and for restoration of high priority or mission critical traffic, in turn 
enhancing network survivability. Consider a network scenario as shown in Figure 3. The 
network elements R1 through R4 are routers connecting end hosts H1 through H6. For 
simplicity, all the links are assumed to have a maximum bandwidth of 1 unit. Four levels 
of traffic priority are defined for this network: best effort, better than best effort, very 
high priority and mission critical. These categories, in combination with other factors 
such as the user(s) or end host(s) involved, current network conditions, time of day, etc., 
are used to define a set of policies to manage the network resources. As mentioned 
earlier, the policies are typically stored in a repository accessible to one or more policy 
servers managing the network. The routers R1 through R4 act as the policy clients (or 
policy enforcement points).  

As depicted in Figure 3, initially a bandwidth reservation of 0.6 is in place for a better 
than best effort traffic flow from host H4 to host H5. The remaining bandwidth of 0.4 
over the links R3-R4-H5 is being used by best effort traffic from host H3. At the same 
time mission critical traffic is being sent from host H1 to host H6 with a bandwidth 
reservation of 0.6 along H1-R1-R2-R4-H6. Now, suppose host H3 intends to transmit 
very high priority traffic to host H5 and requests a bandwidth reservation of 0.5 units for 
this. Router R3 detects the scarcity of resources to support the potential traffic flows and 
indicates it to a policy server along with a request (for example, assuming an outsourcing 
type of policy model) for bandwidth reservation for very high priority traffic from  
host H3. Based on the defined policies, the policy server then sends a decision message to 
accept the reservation request for host H3 and, consequently, to slightly degrade the 
reservation for better than best effort traffic to 0.35. The remaining bandwidth (0.15) is 
then used for best effort traffic. The revised bandwidth reservations are shown in  
Figure 4. 
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Figure 3 Example network scenario; values represent current link utilisation 
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Figure 4 Policy based admission control enables higher priority flows to reserve bandwidth in 
 the presence of scarce resources 
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Service classes are represented as: 
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• mission critical: dot-dashed arrows 

• aggregate traffic belonging to multiple classes is represented by thick arrows. 

Now, in the second example, let us assume that the link R2-R4 fails as depicted in  
Figure 5. This makes it necessary to re-route and restore the mission critical traffic that 
was being transmitted along H1-R1-R2-R4-H6. The only alternate path available is  
H1-R1-R3-R4-H6; however, all of its bandwidth is already utilised by existing traffic 
flows. In the absence of prioritised access, the re-routing of the mission critical traffic 
would only lead to congestion at router R3, resulting in degraded performance for all the 
traffic flows. Even in the presence of a QoS framework with purely resource based 
admission control, the re-routing of mission critical traffic is not feasible as 0.85 units of 
bandwidth are already reserved (by better than best effort and very high priority traffic) 
leaving only 0.15 units of bandwidth available for reservation. However, a policy based 
QoS framework allows the network to adapt to the service requirements of the various 
traffic flows in turn, enabling graceful degradation and attaining best possible 
performance for the various flows under the given circumstances. Upon detecting a link 
failure, router R2 would report the topology change to the policy server. Based on the 
information regarding the current flows in the network and the modified network 
topology, the policy server then sends an asynchronous notification to routers R1 and R3 
indicating the need for re-configuring the existing bandwidth reservations. Hence, as 
shown in Figure 5, the mission critical, very high priority and better than best effort 
traffic flows are respectively allocated 0.5, 0.4 and 0.1 units of bandwidth along the link 
R3-R4, while the best effort traffic is pre-empted. 

Figure 5 Graceful performance degradation enabling restoration of mission critical traffic 
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Note that the control traffic for the exchange of policy requests and responses is not 
explicitly shown in the figures above. From the transport layer point of view, policy 
requests flow out of band (for instance, over a separate TCP connection when using 
COPS). However, from a link layer point of view, control traffic will typically flow over 
the same links as regular data. One can think of the signalling as being logically out of 
band, physically in band. It is, therefore, important to protect control traffic from 
starvation in times of high network load. The same QoS mechanisms discussed above 
may be adopted to differentiate control and data traffic. 

4.2 Experimental evaluation 

As mentioned in Section 3.3, based on the requirements and constraints of a network, a 
particular policy-architecture or a combination of more than one architecture can be 
deployed to efficiently manage the network. We are currently conducting an experimental 
study of policy-based QoS frameworks and their applicability to traffic 
restoration/management and network survivability. We are specifically interested in 
evaluating the effectiveness of our policy-based QoS approach for wireless and mobile 
networks. Network survivability and restoration of these networks is even more 
challenging due to various constraints, such as low/variable link bandwidth, higher 
probability of link failures, mobility of nodes or networks etc. In this section, we briefly 
describe our Linux-based test-bed network and present some preliminary results 
comparing the various policy architectures.  

A policy framework was implemented onto a Linux-based test-bed, as shown in 
Figure 6. We used the Intel COPS client software development kit (SDK) [26] to 
implement the outsourced and provisioned type of policy architectures. We extended the 
COPS SDK implementation with a policy advisor module (PAM) interface to realise the 
hybrid architecture. For a given request, the PAM interface detects if relevant policies are 
available locally, in which case the decision is made using the local decision point (LDP); 
otherwise, the request is outsourced to a remote PDP. 

Figure 6 Test-bed implementation of COPS-based policy framework 
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The first set of experiments provides us with an insight into the policy signalling 
overhead for the outsourced architecture as a function of the load or the number of policy 
requests, as shown in Figure 7. The experiments involve two cases: 

1 a single PEP communicating with the PDP 

2 four PEPs simultaneously communicating with the PDP.  

The load is modelled as simultaneous requests to reflect a network scenario with several 
application flows trying to access network resources at any given time. As one would 
expect, for a given load (number of policy requests sent simultaneously by each policy 
client), the presence of four separate connections with the policy server in case of four 
PEPs results in greater signalling overhead as compared to a single PEP. However, it is 
seen that the difference in the overhead between the two cases considerably reduces with 
increasing load. This is attributed to the fact that the COPS protocol uses TCP as the 
underlying transport protocol. We observed that several COPS messages were 
encapsulated and transmitted in a single TCP segment. This reduced the TCP overhead 
per COPS message per connection, thus reducing the overall signalling overhead required 
for larger number of policy requests. 

Figure 7 Policy signalling overhead for outsourced architecture as a function of load 
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A second set of experiments compares the three architectures being considered. The 
metrics used for this set of experiments are: the policy response time (the difference 
between the time at which the policy request was sent by a PEP and the time at which the 
corresponding policy decision was received at the PEP); and the inter-decision time (the 
time difference between consecutive decisions received by the PEP). The average policy 
response time and the inter-decision time were measured as a function of the available 
bandwidth and for a load of 25 policy requests per PEP (i.e., in the outsourced approach, 
the central PDP services 25 x 4 = 100 simultaneous requests). The constrained-bandwidth 
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links were implemented over an Ethernet network by using a token bucket filter 
implementation in the Diffserv on Linux or tc tool [27]. For illustrative purposes, the 
hybrid architecture in these experiments was configured to have about 60% of the 
requests processed locally, while the remaining 40% of the requests are outsourced to the 
central PDP. We wrote a small utility tool to run multiple iterations and process results in 
an automated fashion. We conduct our experiments on a real network, which by itself 
provides randomness in the results; multiple iterations were considered to ensure tight 
95% confidence intervals. The results are shown in Figure 8. 

Figure 8 Policy response time and inter-decision time as a function of bandwidth 
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We note that the average policy response time per request for the outsourced architecture 
increases considerably in the case of a low bandwidth of 64 kb/s. For an outsourced 
approach, the constrained bandwidth is the major bottleneck and, in this case, renders the 
approach impractical. The response time for the provisioned approach is essentially 
independent of the available bandwidth. Even the performance of the hybrid architecture 
is not much affected by available bandwidth, resulting in a considerably lower policy 
response time as compared to the outsourced case for low values of bandwidth. This 
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illustrates the performance advantage of distribution of policy information and control for 
networks with constrained bandwidth. 

In addition, we also recorded the average inter-decision time for the three 
architectures, reflecting the average service rate of the policy requests. Due to the 
additional processing caused by interacting with the remote PDP interspersed with local 
decision-making, the average inter-decision time is greater in the case of hybrid 
architecture for all three scenarios. The inter-decision time is found to be at a minimum 
for the completely distributed case, while it increases for the centralised case as 
bandwidth decreases. Thus, we can conclude that the additional processing required in 
the hybrid architecture seems to be the main bottleneck, while bandwidth is the major 
bottleneck for the outsourced approach. 

5 Concluding remarks 

It is clear that voice and data networks have become an integral part of our critical 
infrastructure. Protecting these networks from both natural and man-generated disasters 
must be a strong priority. Until now, the primary mechanisms for survivability of 
computer networks have employed route redundancy to ensure speedy recovery from link 
failures. Although link redundancy is an effective and needed approach to increase 
survivability, it should be complemented by appropriate traffic mechanisms that allow 
service differentiation, both at times of regular operation and when resources are 
stretched to their limits. 

In this paper, we outline some ways in which policy-based QoS mechanisms can be 
used to enhance the survivability of a network. This is a work-in-progress, and our 
contributions to this point are to establish a taxonomy for policy-based networking 
approaches and to present preliminary results comparing some of the leading candidates 
for a policy-based networking architecture. In our considerations, we focus on wireless 
and mobile networks, which are more prone to link degradation and where design for 
route redundancy is less likely. 

Based on the issues discussed in this paper, the authors are currently conducting 
further research in the following areas: 

• the definition of a set of policies that will be used to differentiate traffic based on 
application requirements (real versus non-real time, low and high data rates, etc.), 
content (critical versus non-critical information) and user 

• the establishment of a robust policy networking architecture that minimises 
signalling overhead when resources are scarce and possesses enough flexibility to 
dynamically handle changing policies and mobile users 

• the development of middleware that can interface with signalling protocols needed to 
establish QoS and that can mark traffic according to its performance requirements 

• assessment of the impact of policies on QoS interoperability among dissimilar 
networks across multiple administrative domains. 
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