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a b s t r a c t

In this paper we present the implementation and integration of core network functions,
including routing, security, resource management, and network monitoring that are critical
to the efficient operation of a mobile ad hoc network (MANET). The integration of the afore-
mentioned functionalities enables them to support one another, forming a cohesive sys-
tem. We design and implement a new ad hoc routing protocol that can relay
connectivity, link quality, or any other information that is globally available to the under-
lying routing mechanism and use such information to improve routing decisions. Our
implementation of resource management and topology control utilizes the connectivity
information from the routing protocol to derive topologies that consume less energy and
cause less interference. Our key management solution supports IPsec deployment and
establishes secure paths enabling secure information propagation for routing and topology
control messages, as well as for application data. Moreover, it provides an integrated trust
component that can guide trust decisions among nodes in a network. To debug and mon-
itor these core functionalities we implement both centralized and decentralized network
monitoring solutions, which in turn extract and display information, such as connectivity
and secure tunnels, from our security, routing, and topology control solutions. Routing,
security, and monitoring mechanisms support concurrent use of IPv6 and IPv4 addresses.
We briefly describe each component of the solution and discuss the integration of these
components into a unified system to support mobile nodes. We describe experiments con-
ducted on a wireless ad hoc network testbed and thus illustrate the interaction between
the various technologies. Concluding, we discuss lessons learned and how we make avail-
able our implementations to enable further experimentation by the wireless network
research community.

� 2010 Elsevier B.V. All rights reserved.
1. Introduction wired backbone, there is now a need to shift from this par-
In recent years the number of wireless devices has far
surpassed the number of wired nodes in the Internet. Even
though the typical access pattern of wireless devices to the
Internet has been through access points at the edge of the
. All rights reserved.
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adigm, with wireless nodes also taking the role of wireless
routers, servicing users that may be multiple hops from the
access points. This shift, including increased support for
machine-to-machine communications, increases the
importance of ad hoc networks to the future Internet archi-
tecture. Some of the proposed architectures for the future
Internet, such as the Cache and Forward architecture
[1–3], envision a wired backbone with a multitude of mo-
bile ad hoc networks (MANETs) attached at multiple access
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points. This direction emphasizes the need for integrated
network functions that promote self-organization and
cohesiveness within MANETs.

In this work we focus on prototyping, experimentation,
and integration of core network capabilities in a MANET,
including routing, security, resource management, and
network monitoring. Challenges include increasing the
availability of a key management system (KMS); providing
the means to maintain security associations (SAs); provid-
ing a dynamic picture of network connectivity, established
SAs, and channel distribution on wireless interfaces of
nodes; supporting dynamic topology control (TC) for mo-
bile nodes; utilizing multiple channels to increase network
capacity; and enabling concurrent support for IPv6 and
IPv4 addressing.

Fig. 1 summarizes the various network functions dis-
cussed in this article by linking them to an example wire-
less testbed. In a MANET, nodes utilize wireless links and
act as routers to forward data for other nodes. Some of
the nodes, such as routers A and C, may also attach to sub-
nets, such as mobile subnetworks deployed on a ship or a
battlefield. Transmission of data between routers D and
E, and between routers A, B, and C, occur over different
channels, thus decreasing interference and increasing net-
work capacity. This is feasible though our multi-channel
(MC) routing protocol, which extends the optimized link
state routing (OLSR) protocol. For resource management,
topology control is used to dynamically adjust the trans-
mission power of nodes and decrease the power utilization
while retaining connectivity. We implement a framework
for TC whose process is aided from information
disseminated by the routing protocol. Security provides
both point-to-point confidentiality of data (e.g., by using
the Internet protocol security (IPsec) transport mode be-
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tween routers A and D), as well as subnet-to-subnet confi-
dentiality (e.g., through IPsec tunnel mode between
routers A and C). To support IPsec there is a need for peers
to authenticate one another, which is aided by the imple-
mentation of a KMS that increases service availability.
The KMS’s operation decisions are assisted by an inte-
grated trust component and connectivity information from
the routing protocol. Monitoring of the various network
functions is vital in an ad hoc environment to assess the
overall health of the network. We enhance an existing
monitoring tool (namely TopoView) and present a decen-
tralized monitoring tool based on the OLSR routing proto-
col connectivity (namely OLSR-TV). Routing, security, and
network monitoring solutions support IPv4 and IPv6 con-
currently. We have implemented and integrated these core
network functionalities on our ad hoc network testbed,
which is a blend of mobile and fixed nodes; for the latter,
mobility is modeled via dynamic changes to logical link
connectivity (see Section 3).To promote further research
and collaboration in this area we have made available on-
line the routing protocol, the topology control, and moni-
toring tools implementations [4,5].

Due to the complexity of wireless ad hoc communica-
tion, most research on MANETs has concentrated on the
investigation of specific functions, such as routing [6–8],
video streaming [9,10], and directional antennas [11]. To
the best of our knowledge there is no other similar inte-
grated effort except from our previous work on network
mobility [12]. The key differences from that work are: (a)
usage of a new routing protocol (instead of the open short-
est path first-minimal connected dominating set (OSPF-
MCDS)) offering augmentations to support multi-channel
operation and to disseminate network topology informa-
tion, (b) implementation of a prototype KMS and its
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integration with IPsec as a follow-up to our security pro-
posal in [12], (c) a new decentralized network monitoring
tool based on a cross-layer implementation with the OLSR
routing protocol, (d) a new framework and a prototype TC
implementation for resource management, and (e) IPv6
support for routing, network monitoring, and security.

While most of the solutions presented here were also
evaluated through simulation and analysis, this paper fo-
cuses on presenting our prototype implementations and
providing a framework for their integration, forming a
cohesive suite of solutions for ad hoc networks. In the next
two sections, we describe the main network components
of our solution suite. We then describe the integration of
these components in a wireless testbed and a series of
experiments that were executed on the testbed with the
implemented components. We conclude by discussing les-
sons learned, and future directions for research.
2. Network protocols and functions

The core network components that are examined in this
section are routing, security, resource management, and
network monitoring.
2.1. Routing

An approach to dealing with scalability in wireless net-
works, both in terms of number and density of nodes, is to
allow stations to operate over multiple channels. If a sta-
tion is equipped with multiple transceivers, it can partici-
pate in complex topologies by establishing simultaneous
links with different neighbors over different channels.
DARPA’s wireless network after next (WNaN) program,
for example, funds the development of spectrum-agile
radios that form a large and scalable ad hoc network; these
radios have four independent transceivers and operate in
frequencies from 900 MHz to 6 GHz [13]. The routing pro-
tocol must be capable of dealing with the multi-channel
topologies that are formed. In this section, we describe a
multi-channel routing implementation that works with
the IEEE 802.11 standard and focus on discussing concur-
rent IPv4/IPv6 support and extensions that accommodate
dissemination of network information (NI) to other net-
work functions (e.g., security) and to higher layer protocols
and applications.

The 802.11 PHY specifications define multiple frequency
channels and allow the simultaneous, non-interfering use
of some of them. To improve the effective network capacity,
we developed and implemented a new routing protocol
that exploits these multiple channels, allowing for multiple
concurrent communications. Simultaneous multi-channel
access is accomplished in our prototype through multiple
network interface cards (NICs) installed in each mobile
unit. The proposed scheme requires relatively minor
changes to an existing proactive routing protocol and no
modifications to the current IEEE 802.11 MAC protocol.

Our scheme can be incorporated into proactive routing
protocols that are capable of providing each node with net-
work topology information. This topology information aids
the routing functionality to efficiently allocate channels in
a distributed manner. We use separate channels for rout-
ing and user data planes to avoid contention between net-
work state updates and user data. Two or more commercial
off-the-shelf IEEE 802.11 NICs are installed in each net-
work node. One of the available channels (one NIC) is ded-
icated to control messages generated by the routing
protocol, and the remaining one or more channels (other
NICs) are used for user data transfers, e.g., unicast applica-
tion layer packets, such as video and voice. By dedicating
one channel for routing control messages and introducing
separation between control and user data, we simplify
the multi-channel routing mechanism.

This routing protocol design facilitates the following
principles. First, no channel negotiation is required. Chan-
nel information is ‘‘piggybacked” in the routing protocol
control packets. Therefore, channel information is available
to neighbor nodes along with network topology informa-
tion. Second, we avoid the overhead of channel scanning,
which can be significant as the number of available chan-
nels and the network load increase [14]. Third, clock syn-
chronization is not required. In a multi-hop MANET, clock
synchronization is a difficult task because of unpredictable
communication delays and node mobility, especially in
large networks [15].

This routing protocol design has been analyzed via sim-
ulation with the destination-sequenced distance-vector
(DSDV) protocol [16] and OSPF-MCDS [17]. This multi-
channel routing protocol design was simulated by aug-
menting the DSDV protocol [16] and the OSPF-MCDS pro-
tocol [17] to use multiple channels in the ns-2 simulation
environment. Fig. 2 shows the goodput of DSDV and
OSPF-MCDS for different numbers of nodes and channels.
As shown in both graphs, the network saturation point in-
creases as the number of channels increases, i.e., network
capacity increases with the number of channels. In this pa-
per, we focus on the prototype implementation of this de-
sign in OLSR [18]. Specific to this paper is our discussion of
augmentations to accommodate concurrent IPv6 and IPv4
operation, and capabilities for dissemination of NI. The
OLSR-MC implementation is based on the Naval Research
Laboratory’s (NRL) version of OLSR [30].

Fig. 3 summarizes the modules utilized by the OLSR-MC
routing protocol. For more in-depth information on the MC
functionality of the routing protocol we refer the reader to
[19]. The virtual interface module (VIM) is a logical net-
work interface that receives user data. It does not provide
any actual physical packet transmission. Thus, it avoids the
complexity of changes to the kernel’s network subsystem.
The interface entry in the routing table is configured to the
VIM so that data packets go through that interface. The vir-
tual interface acts as a buffer that receives the packets and
manipulates them. Based on the packets, it differentiates
between the IP address types (i.e., IPv6 vs. IPv4) and then
looks at the respective IP table to obtain default routing
information. Furthermore, it looks at its local neighbor
(NBR) table, which contains all 1-hop neighbors and their
respective channels, to determine the data channel that
should be utilized according to the destination or next
hop node of the packet to be transmitted. If a change in
the existing channel is needed prior to data transmission,
the VIM module communicates such a need to the
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OLSR-MC module, which sends a channel update (CU) mes-
sage to the other nodes, informing them of the change in
channel before switching (see Fig. 3). In addition to send-
ing CU messages on a dynamic basis as required by the
data to be transmitted, the OLSR-MC module periodically
sends modified Hello messages that include the channel
index. Conversely, when the OLSR-MC module receives
modified Hello messages from peers, it communicates with
the VIM to populate the NBR table with the associated
channel information of neighbors. (Notice that broadcast
and multicast data are not processed by the VIM module
and are simply forwarded to the control interface for trans-
mission.) The operation of MC routing is demonstrated in
Section 3.3 with the aid of our monitoring tool, TopoView
(see Section 2.4).
The NRL OLSR implementation operated exclusively in
IPv4 or IPv6 mode. We opted to run OLSR-MC in IPv6 mode
and convert IPv6 addresses to IPv4, as this methodology
provided a one way creation of an address through auto-
matic mapping. More specifically, we used the last two by-
tes and the first two bytes of the 16 byte IPv6 address. The
reverse method of running OLSR in IPv4 mode and convert-
ing to IPv6 required appending prefix address information,
which made address management on every node more
complicated and overall less flexible when there was a
need to change the address prefix for IPv6 address
translation.

The VIM module of the OLSR-MC implementation was
modified to concurrently support IPv6-based and IPv4-
based applications by dynamically checking for both
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address types and utilizing the corresponding routing ta-
bles to determine the routing path and data channel used
for transmission (see Fig. 3). Since OLSR operated in IPv6
mode, the OLSR-MC module populated the IPv6 table first.
Next, the IPv4 table was automatically updated accord-
ingly. Updating the IPv4 routing table required modifica-
tion to several functions to convert IPv6 addresses, as
well as to add and delete entries.

The OLSR implementation was further augmented by
adding network-wide information dissemination capabili-
ties through an NI module (see Fig. 3). The OLSR NI module
extracts topology and other link and node state information,
such as packet drop rate, and provides it to protocols and
applications via an API, typically at or above the network
layer. Information that is of particular interest for the
purpose of integration with other network functionalities
included: (i) node connectivity (i.e., reachability informa-
tion) in Boolean form and path length (hop count) for the
KMS, (ii) 1-hop neighborhood information for TC; and, (iii)
network-wide topology and per link packet drop rate infor-
mation for monitoring applications. Reachability, path
length, and 1-hop neighbors of a node were extracted from
the local routing table of a node via the netlink library that
enables communication between kernel and user space
[20].

The network-wide topology and associated drop rate
information were extracted via inter-process communica-
tion with the OLSR-MC routing protocol. We leverage the
functionality of OLSR TC messages used to disseminate link
information and create a new OLSR TC that in addition to
link information has the capability to disseminate other
information regarding the network, such as packet drop
rate or signal to interference plus noise ratio (SINR). More
specifically, in our implementation we have focused on
Fig. 4. Format of a new OLSR TC message with the drop rate per link added. A
packet drop rate. The link sensing and neighbor detection
part of the routing protocol offers an associated Hello pack-
et drop rate for each link. We ‘‘piggyback” this information
on the OLSR TC message (see Fig. 4). Based on the data type
needed to represent the valid drop rate per link, two bytes
were sufficient for this purpose. This length for piggy-
backed information is flexible, and can be extended in
the future.

Upon receiving the new TC message, the NI module of
the routing protocol of a node performs the procedure as
defined in [18] (see NI module in Fig. 3). To process drop
rate information, each node in a network builds a table that
stores the drop rate of each link in a network. A link repre-
sents connectivity between 2 nodes. Since the number of
links is dynamic according to the topology, the table size
changes accordingly. Note that there might be hidden links
in the topology (but no hidden nodes) based on the routing
procedure, as OLSR does not provide full topology. We have
made the routing protocol source code available online [5].
The information provided by the NI API is accessed by the
security, TC, and network monitoring solutions described
in the following sections.
2.2. Security

In the area of security, our emphasis is on IPsec and dis-
tributed key management over both IPv6 and IPv4 protocols.
We look at key management from an implementation aspect
and explain how it ties to the overall functionality of the sys-
tem. We implement the KMS framework originally pre-
sented in [12], augmenting the existing mechanisms to
provide improved IPsec functionality on our testbed (com-
pared to our work in [12]). In this paper, we focus on the no-
ll fields except ‘‘drop rate” are the same as in the OLSR definition [18].
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tion of authentication and trust, and increased availability of
the system in terms of facilitating SAs. Additional informa-
tion about this KMS can be found in [21].

IPsec secures transmitted data, counteracting some of
the security threats that are inherent to wireless environ-
ments. To deploy IPsec, nodes establish SAs and authenti-
cate one another through the use of certificates, which are
a primary form of identity verification. Real deployment
of IPsec on our testbed (see Section 3) pointed the need
for decentralized key management, as SAs established
via Internet key exchange (IKE) would fail when unable
to communicate with the DNS to obtain the required
key material for authentication [12]. Thus, a KMS was
needed to increase the availability of authentication
material. Another aspect that we deemed important was
the interconnection between trust and authentication as
provided by the KMS. Authentication verifies the identity
of an individual and establishes an ID to be held account-
able for a specific communication. In addition, it provides
a link that one can utilize to continue communication.
However, authentication only infers some initial level of
trust. That initial level of trust inherent through authenti-
cation fluctuates based on the behavior of a node. Our
objective is to utilize that ID as a base upon which to
build the trust for a node. We promote such a direction
via the introduction of a trust component into the KMS.
This KMS integrates the trustworthiness of a node with
authentication.

The KMS is comprised of a plane of Delegated Certificate
Authorities (DCAs), and trusted peers (TPs). The DCAs are a
group of nodes that issue, reissue, or revoke certificates on
behalf of network nodes. Additionally, they are responsible
for recording behavior information reported by nodes
based on the concept of TPs. The TPs of a node are the
nodes with which a node shares an SA. The TP functionality
allows for the dynamic assignment of repositories in the
network, as nodes that trust a particular node are also
more willing to store its certificates. Concurrently, it
spreads the load imposed by this functionality across the
network.

The other important aspect regarding TPs is that they
can be used to indicate the reputation/trust of a node in
the network and to an abstract level its behavior in the net-
work. If, for example node A has a large number of TPs, it
has a good reputation, it is trustworthy, and that implies
that its behavior in the network has been good. This ap-
proach provides a metric to represent trustworthiness of
nodes in the network. In our testbed a TP is acknowledged
once an IPsec SA is successfully established with a peer.
Thus, the initial level of trust inherent through authentica-
tion will fluctuate based on the behavior of a node, and in a
more abstract, aggregated, and simplistic manner, based
on its number of TPs in the network. To account for TPs,
the behavior grading scheme of the KMS records rejected,
broken, or established SAs among nodes in the entire net-
work (i.e., the number of peers that trust or distrust a par-
ticular node) on the certificates of nodes.

In terms of interoperation with other network function-
alities, this trustworthiness information of the KMS guides
the establishment of trust associations among nodes so
that IPsec tunnels can provide secure data propagation
for OLSR routing, TC, and network monitoring messages.
In addition to securing data, the aim of the trust compo-
nent of this KMS is to offer the capability for integrated
security support for routing by enabling the selection of se-
cure paths in the routing process. Likewise, TC can benefit
by enabling security as a global goal in its operation, in
addition to typical global goals of TC, such as lower inter-
ference and power consumption. Lastly, the KMS itself
can also use this information in sensing the level of mali-
cious activity in the network and dynamically adjusting
its management functions, such as revocation. In this
way, it provides the mechanisms to make aware and con-
vince network nodes of malicious activity of a particular
node before issuing revocation notices. Revocations will
in turn lead to broken SAs and thus decrease the trust level
of the malicious node.

In addition to the number of SAs (which determines the
number of TPs), the KMS may also interoperate with one or
more Intrusion Detection Systems (IDSs) providing further
behavior feedback to individual nodes. Nodes can combine
feedback from IDSs with existing trust credentials on the
certificate of a node from the behavior grading scheme of
the KMS to produce a reputation index, such as the one
presented in [22]. They can then use that reputation index
to decide whether to establish SAs (i.e., trust or distrust
their peers) based on their individual security policy. Thus,
this aggregated grading of trust of peers is assessed in a cir-
cular manner. More specifically, establishing or breaking
SAs is guided by the trust information on the certificates
of nodes and additional information from IDSs. The result
from such a decision regarding the establishment of TPs
is passed back to the behavior grading scheme of the
KMS to update the nodes’ trustworthiness level on their
certificates. This updated information will again guide fu-
ture trust decisions.

We have implemented and integrated this KMS with
the native IPsec implementation built into the Linux Ker-
nel, NETKEY, and Openswan [23]. Even though Openswan
is a complete IPsec implementation for Linux, we only used
its user space tools to control NETKEY, the built-in Linux
IPsec implementation. The adoption of NETKEY and Open-
swan enabled us to overcome the functionality and
interoperability limitations that existed when utilizing
the FreeS/WAN implementation of IPsec in our previous
work [12]. More specifically, with FreeS/WAN IPsec, a vir-
tual interface was created in the routing table after an SA
establishment and packets associated with that SA were
routed through that interface. The functionality of FreeS/
WAN IPsec was limited because routing was used to deter-
mine whether the IPsec security was applied to packets,
since packets destined for a particular subnet had to be
routed through the corresponding IPsec virtual interface.
Furthermore, the MANET routing protocol operation con-
flicted with the FreeS/WAN IPsec operation. The routing
protocol modified the subnet routing entries created by IP-
sec. Both of these limitations have been removed since
NETKEY and Openswan secure traffic based on the SAs
established without utilizing IPsec virtual interfaces in
the routing table.

Compared to our previous IPsec implementation [12],
this implementation focused on improving service



Table 1
The impact of TPs on obtaining keying material.

Routing
protocols

Number of
nodes

Certificate
issuance

certificate
acquisition

10 % DCAs 10% DCAs + 10%
TPs

OLSR 40 14 25
120 35 55

AODV 40 14 4
120 23 24

Area 1000 m � 1000 m; radio range = 100 m; speed 5 m/s
Partitions with 40 nodes = 17.5;
Partitions with 120 nodes = 10
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availability through DCAs and TPs and adopting the afore-
mentioned notion of behavior grading by recording the SAs
of the nodes on their certificates. Existing nodes in a highly
partitioned MANET scenario can communicate with DCAs
or one of the TPs of a node to more easily obtain the re-
quired information and establish an SA. The effectiveness
of the TP functionality in terms of increasing availability
was evaluated via ns-2 [21]. Table 1 shows a sample of
our measurements.

Our focus was on highly partitioned environment so we
setup the network such that the average number of parti-
tions is high. For example, in a highly partitioned network
of 40 nodes averaging 17 partitions, the availability to ob-
tain new certificates with 10% DCAs increased by 14% com-
pared to the centralized case (1 DCA) for both OLSR and
AODV routing protocols. In term of obtaining keying mate-
rial through TPs (i.e., certificate acquisition) to establish
SAs the existence of 10% TPs to store the certificate of their
peer increased availability further to 25% for OLSR and 43%
for AODV. These data provide insights on the selection of
the KMS parameters, such as security policies and number
of DCAs based on the network connectivity.

Fig. 5 summarizes the interaction between the various
components in our security implementation. NETKEY is
modified to communicate with the KMS client in order to
obtain the certificates of nodes during an SA establishment.
Monitoring:
Display SAs 
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Fig. 5. Certificate acquisition prior to SA establishment is achieved from multiple
establish an SA.)
The KMS client communicates with the DCAs or TPs to ac-
quire the required authentication material for NETKEY IP-
sec or send trustworthiness information after an IPsec SA
is established or broken. In addition, it communicates with
the OLSR NI module to check the connectivity with respec-
tive peers prior to any communication. It also communi-
cates with TopoView, our monitoring tool, to display SAs
(see Section 2.4; Figs. 10 and 11). The KMS uses x.509 cer-
tificate format with extensions to accommodate trust
information. The DCA implementation constitutes a basic
database for storing certificates with the capability of
recording trust information on certificates. Adding revoca-
tion and certificate issuance services on the DCAs is consid-
ered as future work. The TP role is dynamic, meaning that
nodes saved certificates of their peers and acted as reposi-
tories after successful SA establishments. This function was
carried out automatically by the KMS client application.

The SA establishment can be summarized in 9 steps as
shown in Fig. 5: (1) A user initiates a specific SA establish-
ment through the Openswan userspace. (2) Openswan
communicates with NETKEY at the kernel level, which re-
quests the appropriate keying material from the KMS cli-
ent. (3) The KMS client verifies connectivity with the
node with which the SA needs to be established, and with
the DCAs/TPs of a node via the OLSR-NI API module (see
Section 2.1). This check is needed because in a mobile envi-
ronment connectivity is not always guaranteed. (If none of
the DCAs is available then a node communicates with its
peer and obtains the list of its TPs that can provide its cer-
tificate – not shown in Fig. 5.) (4) Once the KMS client ob-
tains the required key material with associate trust
information, (5) it submits the material to IPsec NETKEY.
(6) An IKE protocol negotiation is then initiated to authen-
ticate peers and establish an SA. (7) If the key negotiation
completes successfully, an SA is established and this suc-
cess is reported back to the KMS client. Each node then
saves the certificate of its peer based on the TP functional-
ity and becomes a certificate repository for its peer. (8)
Next, each node reports its TP to the DCAs to be recorded
on the trustworthiness information of its certificate.
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Application
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Both nodes report their trust to the KMS to avoid false
reporting for the case where one node claims SAs with all
its peers. (9) The TP information is also reported to our
monitoring tool, TopoView, which displays it dynamically
– (see security test in Section 3.2 and Fig. 11).

The KMS and Openswan applications have also been
augmented to support IPv6 or IPv4 and enable any node
to establish secure tunnels by utilizing both IP versions.
In our previous work [12], the IPv4 address was used as
the ID of a node. Since our routing protocol, OLSR-MC,
ran with both IPv4 and IPv6 versions concurrently, this im-
plied that each node had 2 IDs. We avoided the idea of
multiple IDs by using a specific node identifier (e.g., Gate-
way6), which was tied to the public/private key of a node.
The node identifier of a specific node resolved to the same
keying material and was independent of the IP address
type. This design also avoided duplicate certificate entries
for each address type of a node.

This KMS increases service availability and provides an
abstraction of the level of trustworthiness of nodes in the
entire network. Nodes are not as dependent on strict iden-
tity verification to execute their functions, since they also
have the ability to judge the trustworthiness of a peer
node. This KMS/IPsec mechanism secures traffic for core
network functionalities, while concurrently interoperating
with them; routing provides connectivity information and
network monitoring draws the SAs topology. An analysis of
the IPsec overhead is beyond the scope of this paper and
has been offered in [24,25].

2.3. Resource management

Topology control (TC) is a resource management tech-
nique that leverages the communication nodes’ ability to
dynamically adapt their transmit power level to maximize
desired global network properties such as connectivity
(reachability), network lifetime, and aggregate traffic
capacity. By transmitting at lower power levels, a node
saves energy and also generates less interference towards
unintended receivers. Traditional transmit power control,
a link-level resource management technique, may share
the same energy efficiency and interference control goals
as TC. However, transmit power control focuses on the best
use of a node’s energy resources while keeping acceptable
quality levels for a communication link, and TC focuses on
the global properties of the underlying physical topology of
a network and not solely the quality of individual links.
Thus, TC maintains or imprints certain properties of a net-
work’s topology through transmit power control, channel
assignment and other resource management decisions.

Many algorithms have been proposed to address the en-
ergy efficiency and/or interference reduction optimization
goal of TC with one or more network property constraints
[26]. However, practical TC protocol implementations are
scarce at best (e.g., [27,28]) and, to the best of our knowl-
edge, any implementations have not yet been published. In
order to help narrow the gap between algorithm concep-
tion and protocol experimentation using a wireless test-
bed, we propose a TC protocol framework for the
implementation of distributed TC algorithms. This frame-
work has been designed to suit a class of TC protocols that
require knowledge about a node’s 1-hop neighborhood
(i.e., the set of nodes within direct communication range).
Nonetheless, the framework has enough flexibility to sup-
port other classes of TC protocols, given that the required
network information may be gathered through appropriate
protocol message exchange. Based on this framework, we
implemented TC and deployed it on our testbed (see
Section 3).

The TC protocol framework is presented in Fig. 6. It is
organized into four subcomponents, namely the TC Engine,
the message controller, and the Transmit/Receive control-
lers. The TC protocol subcomponents provide services to
one another and also require external services from the
operating system, the wireless device driver, and the rout-
ing protocol NI module (see Subsection 2.1). The TC Engine
manages topology information and controls the transmit
power level (TPL). It is the core of the TC protocol and runs
the TC algorithm. The topology database manager main-
tains two views of the 1-hop neighborhood of a node;
one at the normal TPL (n-TPL), as seen by the routing pro-
tocol (OLSR-NI module), and another at the maximum TPL
(max-TPL), as seen by the TC protocol. The topology con-
troller feeds the max-TPL 1-hop neighborhood graph to
the TC algorithm and compares its output against the
n-TPL 1-hop neighborhood graph. Missing links in the lat-
ter graph prompt increases in the n-TPL, whereas excess
1-hop neighbors of a node indicate that the n-TPL can be
safely lowered without losing connectivity to the network.

The message controller provides an abstraction layer for
TC protocol message communication among peer nodes.
TC protocol messages are short Hello messages transmit-
ted at max-TPL that allow each node to derive its maxi-
mum power topology graph, used by the TC algorithm.
The message controller is responsible for fetching data
from the database manager to assemble TC protocol mes-
sages to be sent out to other nodes. It is also responsible
for parsing the received TC Hello messages and feeding
the topology database manager with information about
neighboring nodes (such as IP and MAC addresses) and
connectivity (i.e., link metrics). In addition it interacts with
the Transmit/Receive controllers that send/received the re-
quired messages.

The remaining two subcomponents provide lower-level
functionality, including dispatching and receiving TC proto-
col messages, and collecting link quality data measured by
the wireless adapter. The transmit controller relies on
alarms from the operating system timer to schedule the
periodic transmission of TC Hello messages. It must also
interact with the wireless device driver to temporarily over-
ride the TPL and transmit the TC Hello messages at max-TPL.
The receive controller passes received TC Hello messages
onto the message controller and triggers link quality collec-
tion from the wireless device driver as soon as a TC Hello
message is received. The statistics collector is responsible
for updating the corresponding entries in the topology data-
base manager with the fetched link quality data. The link
quality is assigned as a weight on the network edges. It is
calculated by comparing the max-TPL advertized on TC
messages with the received power level of a packet and
estimating the path loss of the link. (The power level is
calculated as a function of the signal-to-noise ratio.).
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For the purpose of demonstrating the applicability of
the proposed TC protocol framework, we have imple-
mented the TC framework and utilize the directed local
spanning subgraph (DLSS) algorithm proposed in [29].
DLSS works by having each node build a minimum span-
ning tree rooted on itself upon its 1-hop neighborhood
graph (local information) and then choosing a suitable
TPL that maintains only the 1-hop links given by this
graph. Each node uses the minimum spanning tree sub-
graph only to decide which direct links to maintain or re-
move. Unlike other local and distributed TC algorithms,
DLSS has the property of maintaining global connectivity
even when the nodes have different max-TPLs, provided
that at the max-TPL the network is also strongly con-
nected. This property is highly desirable in practical situa-
tions when it is reasonable to assume that even if all nodes
use wireless devices with the same nominal specifications,
these might actually present different max-TPLs. Fig. 7 de-
scribes the operation of the implemented TC protocol.

TC is executed based on the flow chart on the right of
Fig. 7. TC protocol Hello messages are exchanged among
1-hop neighbors at max-TPL giving the 1-hop neighbor-
hood information. The network topology graph resulting
from this communication is called the maximum power
topology graph (see topology in Fig. 7a). Each node exe-
cutes the TC algorithm upon its local maximum power
topology graph to determine the n-TPL that should be
used. Ordinary messages, including those exchanged by
the routing protocol, need to be sent at this power level.
Fig. 7b shows the 1-hop neighborhood graph for node E
when operating at n-TPL. Dashed lines on the topology rep-
resent links that need to be removed. This graph is then
compared against the 1-hop neighbor information
obtained from the routing table. In our implementation
this information is extracted using the OLSR NI module
(see Subsection 2.1). Nodes keep adjusting n-TPL until
the calculated 1-hop neighborhood graph matches the
connectivity from the routing table, meaning the desired
topology graph given by the TC algorithm is obtained. After
all nodes execute the TC algorithm and adjust their TPLs to
the lowest possible, the network reaches a state of lower
energy consumption and lower radio interference genera-
tion. Thus, the TC constraint of maintaining network con-
nectivity is accomplished (see topology in Fig. 7c).

We implemented this protocol in Linux in C++ using the
Standard Template Library and the open source BOOST
Graph Library; (an initial implementation used Algorith-
mic Solutions Software’s LEDA C++ class library). The wire-
less nodes were equipped with the EnGenius 2511CD+
wireless adapter. The EnGenius card uses Intersil’s Prism
2.5 chipset, has 200 mW of output power (�23 dBm dy-
namic range), and provides a fairly granular power control
capability (255 discrete levels). For the wireless device dri-
ver, we chose the HostAP driver due to its support for ad
hoc mode operation and compatibility with the Wireless
Extensions API, which allows for simpler interaction with
the wireless device in the Linux platform (e.g., to issue
power control commands).The EnGenius card also allows
for reasonably fast (per packet) power adaptation without
freezing or resetting the card, unlike the CISCO Aironet 350
cards that have been previously used in reported power
control experiments [27].

We deployed the proposed TC protocol framework on
our testbed described in Section 3. Our monitoring tool,
OLSR-TV, was used in debugging and testing the protocol
(see the illustrated TC test in Sub Section 3.4). The TC



Fig. 7. TC protocol operation based on the DLSS algorithm.

1 For interpretation of color in Figs. 10 and 13, the reader is referred to
the web version of this article.
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mechanism was integrated with the OLSR-NI module, but
did not utilize MC routing. An explanation for such a direc-
tion is given in Section 4. The implemented TC protocol is
proactive and, as such, relies on the periodic exchange of
beacon messages at max-TPL. The frequency of beacon
messages can be adjusted based on node mobility in the
network. Additional information and analysis of the DLSS
algorithm is presented in [29]. The TC source code has been
made available online [4].

2.4. Network monitoring

To debug and monitor experiments we have both aug-
mented an existing centralized tool, TopoView, and devel-
oped a decentralized monitoring tool, OLSR topology
viewer (OLSR-TV). The former is based on Scotty [33]. It
periodically polls the routing table of a list of nodes using
the simple network management protocol (SNMP), derives
the current network backbone topology, and displays it
graphically as illustrated in Fig. 10 (left) and Fig. 11. Topo-
View can monitor those nodes to which the host node is di-
rectly or indirectly connected. It converts IPv6 addresses to
IPv4 addresses and displays both IP address types. In addi-
tion, we have linked it to the KMS (see Section 2.2) so that
it displays IPv4-based SAs and IPv6-based SAs between
nodes. Information regarding the SAs established is period-
ically read from a file, which is updated by a server that
communicates with the KMS client of nodes. Moreover,
we have linked TopoView with OLSR-MC on all wireless
nodes, so that it can show channel index information used
by the wireless cards on the mobile nodes.

OLSR-TV takes advantage of the inherent capability of
the OLSR routing protocol to disseminate information. It
is linked with the OLSR NI module presented in Section 2.1
through an extension of the NRL implementation of OLSR
[30]. Even though other information can be dynamically
extracted from nodes and displayed by OLSR-TV, we fo-
cused on displaying network topology information and
drop rate of Hello messages per link. OLSR-TV can be in-
stalled on any node that runs the OLSR protocol with the
NI extension (see Fig. 10-right, Fig. 13). Red,1 green, and
blue lines on OLSR-TV are used to indicate the quality of
the links. The tool utilizes the existing communication trans-
actions of OLSR and only requires two bytes per link in an
OLSR TC message (as presented in the OLSR new TC message
in Section 2.1). The OLSR-TV application works by obtaining
the OLSR-NI information and generating formatted output
that is then directed to Gnuplot [31] to enable the dynamic
plotting of nodes, links, and associate information on a can-
vas. We have made the configuration files and scripts of
TopoView and the OLSR-TV source code available online [5].
3. Integration and testing

In this section, we describe our MANET testbed and pro-
vide an overall picture of the integration of the aforemen-
tioned functionality. We then describe a series of tests that
were carried out to illustrate the operation of the inte-
grated functions.

Fig. 8 depicts our MANET testbed. Gateways G1 through
G9 are connected via a wired link to a ‘‘dynamic switch,”
(not shown) which emulates a mobile wireless topology
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in a MANET. The dynamic switch interconnects all the
gateways and allows the experimenter to emulate a se-
lected level of packet loss and the constrained capacity of
radio channels [32]. It enables repeatable controlled exper-
iments in a MANET environment with many nodes in a
limited physical area. The operation of the dynamic switch
is transparent to each node. Though the nodes are station-
ary and connected by wires, the protocols and applications
running on them behave as if they were in a MANET envi-
ronment. The testbed also contains actual wireless, mobile
nodes, connected using IEEE 802.11 operating in ad hoc
mode. In addition, subnet nodes are connected to the back-
bone nodes G1–G9. Network connectivity on wireless
nodes G11–G14 is maintained by OLSR-MC-NI. Gateway
G6 has two wireless interfaces to support the OLSR-
MC-NI protocol and one wired interface that runs the
OLSR-NI protocol supporting the wired part of the testbed.
Gateways G1–G9 and wireless nodes M5–M8 do not utilize
multiple channels and run OLSR-NI. All the backbone
nodes, G1–G9 and G11–G14, are IPsec capable securing
any connection between pairs of gateways or subnets.
The establishment of IPsec SAs is assisted via DCAs, which
are installed on subnet nodes S8 and S9. Note that the TP
role is given to nodes dynamically based on the SAs estab-
lished. Nodes M3, M5–M7 carry out TC and are equipped
with the EnGenius 2511CD+ wireless adapter to provide
power control capability. M3, M5–M7 are not connected
to the testbed, but can easily be integrated in the same
manner as done for G11–G14 on G6. In terms of network
monitoring, TopoView is installed on Subnet node S1 and
monitors nodes to which S1 is directly or indirectly con-
nected. OLSR-TV is installed on all the backbone nodes of
our testbed, i.e., G1–G9, G11–G14, and M3, M5–M7 that
run the OLSR protocol with the NI extension. Notebooks
G11–G14 and M3, M5–M7 are placed on carts for mobility
experiments. Note that we did not use the multi-channel
version of OLSR with TC because the operation of the two
functions was conflicting. Topology control utilized the no-
tion of decreasing the power to lower interference and
power consumption, while maintaining a connected net-
work with a low degree of connectivity. Thus, it decreased
the number of possible communication paths that OLSR-
MC could use to transmit data over different channels.

Our testbed has similar setup to the one used in our
previous work [12]. However, this testbed has a larger
number of both wireless nodes and wired nodes. As previ-
ously mentioned, the underlying network functions pro-
viding routing and key management service are different.
Furthermore, resource management and decentralized
monitoring are new elements that were not present in pre-
vious research. The main objective of our testbed was to
test the implementation and integration of our proposed
routing, security, monitoring, and topology control solu-
tion in a repeatable manner. There are other testbeds used
in MANET research.

Experimental testbeds developed range from small ef-
forts to large initiatives. Large scale efforts aim to provide
realistic environments for experimentation. Examples
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include the MIT roofnet, transit access points (TAPs) [34],
the Ad hoc protocol evaluation testbed (APE) [35], Netbed
[36], WHYNET [37], the Ad hoc UAV-ground network
(AUGNet) [38], the DES-testbed [39], and the open access
research testbed for next-generation wireless networks
(ORBIT) [40]. APE, roofnet and TAPs have been deployed
to investigate specific issues such as routing protocols.
AUGNet utilizes unmanned aerial vehicles and the DES
testbed integrates wireless sensor nodes. Among the afore-
mentioned testbeds, ORBIT is the largest, comprised of 400
wireless, nodes. In terms of existing smaller effort testbeds,
such as ours, examples include CMU-emu [41], the emu-
lated wireless ad hoc network testbed (EWANT) [42], the
mobility emulator (MobiEmu) [43], and the miniaturized
wireless network testbed (MiNT) [44]. With the exception
of CMU-emu and MobiEmu all the other testbeds use
attenuators to reduce the radio ranges of nodes. The
CMU-emu testbed uses coaxial cables to feed the RF signals
to a field programmable gate array (FPGA) and models sig-
nal propagation by programming the FPGA. Isolation from
interference in the network provides repeatability. Mobi-
Emu uses MAC filtering [45] and a dedicated control chan-
nel to communicate with each node in the testbed.
(Surveys of testbeds used in MANET research can be found
in [46] and [47].)

Fig. 9 describes the interplay between the various net-
work functions. The routing protocol sends channel infor-
mation to TopoView to display. In addition, it provides
connectivity with packet drop rate information to OLSR-
TV, our decentralized monitoring tool. To facilitate key
management it informs nodes regarding connectivity to
DCAs and TPs. Finally, it provides 1-hop neighborhood
information to the TC mechanism to derive an optimal
topology that decreases interference and power consump-
tion while retaining network-wide connectivity. The KMS
also communicates with TopoView to provide information
regarding SAs established so that they can be dynamically
displayed. (The dashed arrows branching from the KMS
indicate additional support that the KMS can offer to the
functionalities of routing and TC; this is part of our future
work and is discussed in Section 4).
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Next, we describe a series of tests that were executed
on the testbed illustrating the integration of our imple-
mented components. Snapshots of the output from our
monitoring tools, TopoView and OLSR-TV, are provided.
Experiments involved wireless nodes.

3.1. Monitoring test

We have used our monitoring tools, OLSR-TV and Topo-
View, as an aid in the development and testing of routing,
TC, and security. We have tested and compared these two
monitoring tools by deploying the same topology on our
network and verifying the connectivity. Fig. 10 displays
the same connectivity on both OLSR-TV and TopoView.
TopoView provided complete topology information as it
aggregates input from the routing tables of all the back-
bone nodes. This is more noticeable over the true wireless
nodes, (i.e., G11–G14), for which mesh connectivity is dis-
played. IPv6 addresses were translated to IPv4 addresses
by taking the last two bytes and the first two bytes of an
IPv6 address as shown in Fig. 11 (e.g., G3 = 3ffd::3 ?
63.253.0.3). Other address translation schemes can be
adopted, as needed. OLSR-TV displays the connectivity of
the testbed as extracted from OLSR on dual-homed gate-
way G6 with IPv6 addresses 3ffd::6/3ff3::10. Since OLSR-
MC was run in IPv6 mode OLSR-TV was set to display only
the IPv6 addresses of nodes. The output shows that G6 can
communicate with all the wireless nodes, but it does not
show the full topology. This output is expected as de-
scribed in the OLSR specification [18]. Note that if OLSR-
TV is executed on another node a different topology view
may be given. OLSR-TV also displays the drop rate of OLSR
Hello messages per link as color-coded lines and thus pro-
vides a dynamic visual picture of the quality of the links.

3.2. Security test

This scenario tested the KMS capabilities of the testbed in
terms of establishing both IPv4 and IPv6 IPsec SAs with the
aid of DCAs and TPs. In addition, it tested integration with
the OLSR NI module, in terms of obtaining connectivity
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Fig. 10. TopoView (a) and OLSR-TV (b) monitoring tools. OLSR-TV shows connectivity as seen from G6.

Fig. 11. Connectivity as captured on TopoView on S1 during our test scenarios.
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information, and integration with network monitoring. The
connectivity on the testbed is set up as shown in Fig. 11. Ini-
tially, an IPsec IPv6 tunnel is established between G3 and G7,
an IPsec IPv4 tunnel is established between G3 and G1 and
an IPsec IPv6 transport mode SA is established between G1
and G11. The call to establish these SAs is initiated by using
the Openswan user space commands. The IKE authentica-
tion is carried out after obtaining certificates from DCA8 or
DCA9 (shown in Fig. 8). Once the SAs are established all
nodes report their TPs to the DCAs, and the trust information
is recorded on the certificates of the nodes. In addition, this
information is propagated to TopoView on S1, which dis-
plays the SAs (red and black lines in Fig. 11). Based on the
concept of TPs, G3 can now act as a repository for the certif-



G.C. Hadjichristofi et al. / Computer Networks 55 (2011) 282–299 295
icates of G7 and G1, G1 is a repository for G3 and G11, and so
on. Now, using the dynamic switch [32], we break links G3–
G8, G4–G8, G4–G9, and G5–G9, emulating a partitioned net-
work where the DCAs are unavailable. An IPv4 SA is then
initiated between nodes G3 and G11 using Openswan.
Through the OLSR-NI module it is verified that neither G3
nor G11 can access DCAs to obtain certificates and
authenticate each other. Thus, they switch to using the TP
functionality and communicate with each other to obtain
the list of TPs or repositories. Gateway G1 is a common TP
of G3 and G11, and thus G3 and G11 obtain each other’s cer-
tificate from G1 and authenticate each other. As a result, a
secure tunnel is established with the aid of TPs as shown
in Fig. 11.
3.3. MC routing hand-off test

This scenario tested the channel switching operation of
the OLSR-MC-NI routing protocol during hand-off using
true wireless nodes G11–G14. A camera is attached to
Gateway 11 and real-time video is streamed between
G11 and G6 (see Fig. 8). The data channel index values of
the wireless cards from each node are transmitted by the
routing protocol to TopoView, which displays the channels
(see Fig. 12). Initially G6 and G11 are connected to each
other and because video is sent from G11 to G6 and chan-
nel selection is receiver-based, both G6 and G11 utilize
channel index 0 as shown in Fig. 12-left. Thus, G12, G13,
and G14 utilize channel index 2, increasing the effective
capacity of the network.

As we move G11 away from G6, the connectivity be-
tween G11 and G6 breaks and the video freezes. G11 estab-
lishes connectivity via another node physically located
between itself and G6, and more specifically G13. The
channel index on G13 changes from 2 to 0 to facilitate
handoff and forward traffic for G11. After handoff the video
Fig. 12. Topology and channel assignment as seen on Topo
is restored and Gateways G6, G13, and G11 have the same
channel (see Fig. 12-right). Notice that concurrent commu-
nications can now co-exist between: (1) Gateways G6, G13,
and G11 using channel index 0 and (2) Gateways G12 and
G14 using channel index 2. Also notice that there is no di-
rect connectivity between G11 and G6.
3.4. Topology control test

The TC scenario tests the capability of the TC mecha-
nism based on the DLSS algorithm, using wireless nodes
M3, M5, M6, and M7. Initially, the nodes are positioned
such that M5 is directly connected to M3, M6, and M7
(see connectivity in Fig. 8). TC protocol messages are peri-
odically exchanged among 1-hop neighbors at max-TPL.
The maximum power topology graph, as seen from M5
(10.0.0.5), resulting from this communication is shown in
Fig. 13 (top right window) The link quality is the difference
between the received power and the transmitted power
calculated as function of the signal to noise ratio. Thus,
nodes with higher edge weights are removed first.

Each node in the network executes the distributed DLSS
TC algorithm upon its local maximum power topology
graph and then adjusts its n-TPL to a minimum feasible
power level to achieve the desired 1-hop neighborhood
graph. The bottom-right window in Fig. 13 shows the de-
sired 1-hop neighborhood graph for M5. The link between
M5–M7 has the highest edge weight and needs to be re-
moved from M5’s one-hop neighborhood. The global TC
goal is achieved when the one-hop neighborhood graph
that each node derives matches the topology obtained
from the routing protocol (i.e., the OLSR-NI module).
OLSR-TV (left window in Fig. 13) shows the resulting con-
nectivity from M5’s perspective when the goal of the TC
algorithm is accomplished (i.e., the direct link from M5
to node M7 is removed while the network remains con-
View (focuses on the wireless nodes of our testbed).



Fig. 13. OLSR-TV (left) shows the network topology at n-TPL. The maximum topology graph (top-right) and the 1-hop neighborhood graph (bottom-right)
are also shown.
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nected). The transmission range is smaller, the energy con-
sumed is less, and there is lower radio interference.
4. Lessons learned and future directions

The main contribution of this paper is to describe the
implementation, integration, and testing of functions that
are needed for the operation of a mobile ad hoc network,
including MC routing, security, TC, and network monitor-
ing. The implementation and prototyping work provided
insight into the design of each of these components, bring-
ing to light issues that may not be apparent from simula-
tion of these systems. Next, we describe lessons learned
and future work.

Routing with multiple channels in ad hoc networks pro-
vides the benefits of increased network capacity and in-
creased efficiency by reducing the probability of
collisions during transmission. The switching of channels
in OLSR-MC was receiver-based and this caused the chan-
nels to converge when TopoView on Subnet1, S1, acquired
data from all the wireless nodes data needed to go through
G6 (see Fig. 8). Instead of periodically switching channels
for TopoView we routed periodic traffic destined to S1
through the wireless card that handled the control traffic
of the OLSR-MC protocol (i.e., the second wireless card).
This approach helped to better balance the network load
over the wireless network. Although nodes can switch
channels in a short time [48], another aspect that needs
consideration is the criteria for switching channels. Inte-
grating routing with the MAC protocol could lead to better
management of channel resources. For example, a high fre-
quency of MAC RTS/CTS messages on a specific channel
could serve as an indicator to switch channels. Improve-
ments could also be obtained by dynamically taking into
account the data dissemination needs of the nodes and
the way they tie with the changing network topology.
These aspects could provide interesting directions for fu-
ture investigations.

The augmentation of the TC message of the routing pro-
tocol facilitated data propagation and enabled OLSR-TV,
our monitoring tool, to provide a dynamic picture of the
network topology. This functionality can also facilitate
real-time middleware support through the deployment
and maintenance of distributable threads. Access to net-
work connectivity can enable the quick recovery and exe-
cution of a program by more effectively isolating and
recovering orphan threads. This communication vehicle of-
fered by OLSR can be utilized to disseminate any other
information that needs to be periodically communicated
among nodes assuming that this information can be made
available to the routing application (e.g., SINR and channel
bit error rate).

Our KMS design did not only focus on increasing avail-
ability through the notion of DCAs and TPs, but empha-
sized the need to use node behavior as a means to better
assess the trustworthiness of individuals for SA establish-
ment. As previously mentioned, authentication implies an
initial level of trust, but cannot reflect any dynamic change
of trust based on the behavior of a node. This KMS ties with
future visions that consider ad hoc networks to exist at the
edge of the wired backbone of the Internet [1]. The ab-
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stracted level of trust by aggregating SAs between peers
can be used as a basis for a global trust/reputation mecha-
nism for the Internet.

The integrated KMS/IPsec/Openswan/routing security
solution enables nodes to dynamically associate with their
peers. A node wanting to establish SAs with its peer can
associate its security policies with the trust information
of that peer (from its certificate provided by the KMS cli-
ent) prior to initiating an IKE negotiation to bring up an IP-
SEC tunnel. In addition, if a node adjusts its security
policies (i.e., the level of trust for the nodes with which it
associates) then those decisions can dynamically be ap-
plied over existing tunnels. For example, in terms of revo-
cation, if a node increases its security requirements, then
those trust criteria will be verified with the KMS so as to
decide whether to break SAs with existing TPs. In this
way, secure tunnels will be created or destroyed among
nodes for any dynamic communication pattern.

Our KMS can introduce higher security into the func-
tionalities of routing and TC by making them security
aware (see dashed arrows in Fig. 9.). In terms of routing,
trust information aggregated by the KMS could be utilized
to enable the propagation of packets through secure paths
utilizing the more trustworthy nodes of the network. Thus,
nodes that are less trustworthy can also be automatically
isolated from network activity. The TC mechanism can also
utilize trust information to adjust its n-TPL to include more
trustworthy nodes. This inclusion may create a topology
with a higher node degree for the case where a node in-
creases its TPL to establish communication with more
trustworthy nodes. Integrating this information may not
achieve the global goal of lower interference to the same
level as when only TPL is taken into consideration, but it
enables the establishment of a system that is energy as
well as security conscious.

Our TC framework implementation served as a proof-
of-concept and indicated that it is feasible to perform
topology control in MANETs. Based on our TC experi-
ments, we observed that links can be established more
efficiently when the transmit power dynamic range is
large, or the granularity of the power control is fine,
and interference due to fading effects is low. We do ex-
pect that in denser networks with a higher number of
nodes, a node would more often find itself in a situation
where decreasing the power level to break an undesirable
link would also break a desirable one, or vice versa for
creating desirable links. During TC protocol testing the
wireless adapter’s link-layer adaptation (LA) function hin-
dered the proper operation of the TC protocol and was
therefore disabled; instead, we used exclusively the high-
est modulation (DQPSK) with the CCK coding mode that
provides the highest data rate (i.e., 11 Mbps). We found
that the LA, when not aware of the TC function, prolongs
the lifetime of a link at a certain power level through
modulation changes and thus reduces the granularity of
the TC protocol’s dynamic range.

Our TC framework implementation laid the foundation
for easier experimentation of other TC algorithms through
the reuse and encapsulation of common functions necessary
for controlling the radio, for gaining and storing knowledge
about nodes and links, and for translating the output graph
of TC algorithms into TC protocol actions, i.e., power control
commands. Our TC framework implementation is designed
to suit a class of TC algorithms that require knowledge about
a node’s 1-hop neighborhood (i.e., the set of nodes within di-
rect communication range). More specifically, we utilized
the DLSS algorithm [29]. Other TC algorithms can be accom-
modated within our framework, given that necessary proto-
col message exchange adjustments are made to gather the
required topology information. Even though this work was
executed in a MANET environment, it may also be beneficial
in sensor networks, since TC can help with energy conserva-
tion and extending the network lifetime.

Our tests of the operation of this integrated system over
true wireless nodes proved challenging due to the dynamic
nature of the wireless medium. Even though in our scenar-
ios we set specific movement patterns for the wireless
nodes it was difficult to reproduce the same response in
terms of connectivity. The packet drop rate fluctuated
dynamically due to other wireless networks existing in
the same building and to people moving around in the
building and causing interference. We noticed that our
monitoring tools, OLSR-TV and TopoView, provided limited
monitoring capabilities when the wireless network was
partitioned. Our centralized tool TopoView on S1a would
show no connectivity information if any intermediate
nodes forwarding connectivity information failed. For
example, if G6 failed the network would become parti-
tioned and TopoView would show no connectivity for the
wireless part of the testbed and also no connectivity for
any emulated mobile nodes such as G2, G7 (see Fig. 8)
for which it forwarded connectivity information. On the
other hand, our decentralized tool, OLSR-TV, running on
every mobile node would show connectivity within the
partition that was being monitored and no information
about other partitions. In order to address such a limita-
tion, we have created a decentralized out-of-band Monitor
for mobile ad hoc networks (MMAN)[49] to observe net-
work conditions. The system utilizes a number of mobile
police units, (i.e., mobile wireless nodes), that collect net-
work information by promiscuously capturing packets off
the air and analyzing them to obtain the specific desired
information. This information is aggregated to facilitate
quick and efficient data sharing among police units. MMAN
provides an approximation of arriving and departing traffic
load at each node and that is important in the context of
providing statistics regarding quality of service, load bal-
ancing, and congestion control. Furthermore, it detects
preferred routes in OLSR and bottlenecks, and discovers
network partitioning. MMAN can also be used to for iden-
tifying selfish or malicious behavior when nodes drop or do
not forward packet for their peers in the network.

Another challenge due to the unpredictable nature of the
wireless medium was also indicated during the operation of
the KMS/IPsec/Openswan mechanism. Even though this
mechanism accessed network information via the NI mod-
ule of the OLSR protocol dynamic changes in the topology
could still cause problems in terms of the robustness of the
SA establishment process. To overcome this challenge we
introduce redundancy in the transactions of the KMS/IP-
sec/Openswan mechanism. More specifically, we repeated
some of the transactions that involved communication be-
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tween nodes (e.g., transactions 4, 6, 8, 9 in Fig. 5) whenever
there was a failure during the multi-stage establishment
process.

Even though most of the solutions presented here were
also evaluated through simulation and analysis, this paper
focused on the implementation and integration of routing,
security, network monitoring, and resource management
to support MANETs. We have provided a set framework
of integration of core network functions and presented
proof-of-concept prototypes integrated into a cohesive
system. Components of our code have been posted online
to facilitate further research and development in this area
[4,5]. In this article, we presented solutions for:

� Routing in the mobile backbone using our OLSR-MC-NI
protocol, an extension of the widely used OLSR routing
algorithm to increase network capacity;
� A methodology for disseminating network information

using the existing operation of the OLSR protocol via
extensions to OLSR TC messages and the NI module;
� Secure tunnel establishment between gateways aided

by a prototype KMS that is integrated with IPsec;
� An integrated trust component that uses authentication

to guide the operations of the KMS, the trust decisions
of nodes, topology control and routing;
� Monitoring of network topology for purposes of both

testing and network management via TopoView
(extended version) and OLSR-TV (a new prototype);
� A topology control framework and prototype that

decreases interference and increases the total network
capacity; and
� Integration of these solutions, with support for both

IPv4 and IPv6.
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