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Abstract

Quality of Service (QoS) provisioning and management in ad hoc networks remains a challenging task. Existing research focuses either on

providing QoS or on network management, in ad hoc networks. However, a comprehensive approach to QoS management in ad hoc

networks, i.e. network management in support of service differentiation, QoS robustness, and network survivability is still lacking. In this

paper, we survey the existing literature on ad hoc network management from a QoS perspective. We identify policy-based management as a

promising approach for QoS provisioning and management in ad hoc networks, and describe the components that we believe are crucial for

effective functioning of such a policy-based framework. Our initial experimental results in assessing signaling overhead and response time

for network management in ad hoc networks support the choice of a hybrid policy architecture that combines outsourcing and provisioning

policy distribution models.

q 2002 Elsevier Science B.V. All rights reserved.
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1. Introduction

Ad hoc networks [1–3] are autonomous networks

operating either in isolation or as ‘stub networks’ connect-

ing to a fixed infrastructure. Such networks have the

potential to provide wireless and mobile computing

capability in situations where efficient, economical and

rapid deployment of communication is required, and where

the use of a wired or an infrastructure-based wireless

network is either too expensive or impractical. Ad hoc

networks have found a growing number of applications:

wearable computing, disaster management/relief and other

emergency operations, rapidly deployable military battle-

site networks, and sensor fields, to name a few. Some of the

prominent features that characterize such networks are

dynamic topologies (host and/or network mobility), band-

width-constrained variable capacity links, limited physical

security and survivability, and nodes with limited

battery life, processing power and storage capacity. These

characteristics pose significant challenges to the manage-

ment of mobile ad hoc networks (MANETs).

In particular, providing and managing quality of

service (QoS) in an ad hoc network environment is a

very difficult task [4–6]. In many applications, ad hoc

networks must support transmission of real-time traffic

such as voice and video, still-imagery, and mission

critical data traffic. Hence, although providing quantitat-

ive or absolute guarantees seems intractable, at least

some means to differentiate among traffic flows is

essential. Further, given the hostile environments in

which ad hoc networks are deployed and the limited

resources they can count upon, service differentiation and

dynamic bandwidth management can help provide grace-

ful degradation of performance in case of an attack or

network failure, and thus enhance the overall surviva-

bility of the network [7]. Various aspects of providing

QoS in ad hoc networks, including QoS routing [8],

QoS medium access control [9], resource reservation

[10], QoS architectures [11,12], etc. have been

widely studied. However, the management and control

architecture required to support QoS provisioning and
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management in ad hoc networks is not yet well

understood.

In general, traffic differentiation or the ability to reserve

network capacity for certain flows opens up the possibility

of unauthorized usage of available resources, e.g. providing

malicious user(s) with another tool to initiate a denial-of-

service attack. Such a free-for-all QoS implementation

could lead to a tragedy of the commons and possibly result

in even worse than best-effort performance. In addition, it

may be necessary to support admission control or bandwidth

allocation based on one or more factors (other than just the

availability of bandwidth) such as the owner of the traffic

(identity of the user, application or organization the traffic is

originating from), temporal elements (time of day), etc.

Thus, a control structure that allows automated QoS

management—authorized usage of network resources,

dynamic bandwidth allocation, and admission control

based on different policies—is required.

In Ref. [13] network management is defined as ‘the

process of controlling a complex data network so as to

maximize its efficiency and productivity.’ A network

management framework typically involves two main

tasks: monitoring and provisioning. These tasks in effect

contribute to five functional areas [13] defined by the

International Standards Organization (ISO): fault manage-

ment, configuration management, security management,

performance management, and accounting management.

Monitoring allows a management system to discover the

capabilities of the network elements, maintain up-to-date

knowledge about the network topology, collect infor-

mation about applications/users involved, keep track of

network utilization, discover problems such as failure of

network elements, etc. Provisioning allows the manage-

ment system to configure the various network elements

and determine relationships among them. Clearly, the

monitoring and configuration tasks are inter-dependent.

In this paper, we describe the main requirements of a

management system for MANETs and suggest ways to

address such requirements. We also discuss the concept

of Policy-Based Network Management (PBNM) and

propose its application to ad hoc network environments.

We present initial experimental results to support the

proposed network management mechanism.

The remainder of the paper is organized as follows. In

Section 2, we describe the constraints encountered in

wireless ad hoc networks, and the resulting implications

to network management. In Section 3, we provide an

overview of the relevant work done so far in the area of

ad hoc network management and introduce an alternative

approach, namely PBNM, that looks promising. In

Section 4, we provide an overview of policy-based

networking, and discuss how to adapt such a policy-

based system to wireless ad hoc networks. In doing this,

we identify and discuss components that are crucial for a

policy-based management framework in an ad hoc

environment. Finally, we present our concluding remarks

in Section 5.

2. Requirements in managing wireless mobile ad hoc

networks

In this section, we will discuss the salient characteristics

that make management of ad hoc networks particularly

challenging [1,14], and describe the desirable features of a

network management system tailored to such environments.

The distinct features that characterize most wireless ad

hoc networks are as follows.

(1) Low bandwidth, variable capacity links: Wireless

links are typically more bandwidth-constrained than their

wired counterparts. Fading, interference, jamming etc. may

cause intermittent link failures or considerable variation in

the channel error rate. In addition, the diverse nature of

nodes (e.g. with different transmission power levels), and

communication technologies (e.g. IEEE 802.11, direct line

of sight UHF/VHF links, satellite links, etc.) being used may

lead to links of varying capacity in multi-hop wireless

networks.

(2) Dynamic topology: The topology of an ad hoc

network will change dynamically due to mobile hosts/net-

works changing their point of connectivity, limited link or

node survivability, and new nodes being added to the

network.

Keeping current knowledge of the network topology is an

important requirement in any network management system.

In fixed wired networks, this is a relatively simple task,

since the changes in topology (mainly due to node or link

failure, or addition/removal of a node) are infrequent. In a

wireless ad hoc environment, it is crucial that the manage-

ment system keep up with the frequent topology changes.

However, the frequent exchange of topology information

may lead to considerable signaling overhead, congesting

low bandwidth wireless links, and possibly depleting the

limited battery life of the nodes involved. Hence, the choice

of mechanism used to collect topology information is

critical.

(3) Limited resources (battery life, and storage and

processing capabilities): The requirement to keep nodes

compact, light and portable or even wearable impose

limitations on battery life, and storage and processing

capabilities.

(4) Network nodes play multiple roles (source/destina-

tion vs. routers): In most wired networks, network nodes are

typically dedicated to specific network operations, and their

characteristics are well suited to the role they play. For

example, machines are specifically designed to operate as

servers, and dedicated high-end routers and switches are

used to handle network traffic. On the other hand, in ad hoc

networks, most nodes are expected to route packets for other

nodes in the network, while they themselves may also be a

source or destination for one or more application flows.
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Further, in mobile ad hoc networks both source/destination

nodes as well as router nodes may move.

(5) Heterogeneity: Heterogeneity in ad hoc networks is

due to the diverse nature of communication technologies

employed, as well as the presence of different types of

nodes, ranging from sensors, palmtops, laptops to mobile

networks hosted on a ship, a tank or an airplane. Further, an

ad hoc network may be a result of a multi-organization

consortium (e.g. a coalition network or C-WAN [15]), and

present additional interoperability challenges for a manage-

ment system.

(6) Limited survivability: One of the major challenges in

using ad hoc networks is their limited survivability and

vulnerability to security attacks [16]. Deployment of

wireless ad hoc networks in diverse and often hostile

environments (e.g. rapidly deployed military battle-site

network, sensor farms used to collect sensitive data in

remote, unmanned locations) makes these networks more

prone to network security attacks, jamming etc. leading to

failure of network elements.

(7) Temporary and mission-centric deployment: The

deployment of ad hoc networks is often temporary and

frequently tends to be mission-centric, e.g. in military

environments or for disaster management and relief

operations.

In the above discussion, we listed the key characteristics

that exemplify ad hoc networks. It is noteworthy that the

features implied by these characteristics are not necessarily

complementary, and hence demand a careful scrutiny of the

trade-offs involved. With this in mind, we now enumerate

the desirable operational features sought in a management

framework for deployment in a wireless ad hoc

environment.

(1) Efficient signaling mechanism: In bandwidth-con-

strained wireless networks, it is critical to minimize

signaling overhead, ensuring that the links are not congested

with management traffic. This greatly influences the choice

of the mechanisms or protocols used for monitoring,

configuration and control in a network management system.

(2) A lightweight framework: MANETs require a

lightweight management framework that does not burden

the resource-limited network nodes with undue processing

needs.

(3) Automated, intelligent and flexible: Given the

dynamic nature of most ad hoc networks, an

adaptive management framework that automatically reacts

to the changes in network conditions is required. For

example, the system, upon being alerted of failure of one or

more network elements, should adjust to the depletion of

resources and allow graceful degradation of performance.

In order to accomplish this, the management system should

be able to automatically learn about the diverse

capabilities of the nodes involved, and use this information

as one of the criteria to assign appropriate roles (e.g. policy

manager/server vs. client) to the different types of nodes.

This calls for definition of dynamic policies for automated

network control based on dynamic re-evaluation of

communication capabilities and assets of an ad hoc network

and/or changes in its mission requirements, with minimal

human intervention.

(4) Robust: The management framework must allow

secure exchange of management data among authorized

hosts, and enhance the overall survivability of the network.

This may require the means to authenticate and authorize

users/hosts, and support at least some encryption

mechanism.

Also, a centralized management architecture is not a

practical approach in an ad hoc environment, especially

from the viewpoint of survivability. There is a need for a

distributed and possibly a hierarchical management frame-

work to enhance survivability. For example, if a critical

node, such as a policy server, fails, one or more other nodes

in the network should adapt and make up for the lost

node(s).

Next, we discuss recent research that will contribute to

the development of a management framework for ad hoc

networks that meets the criteria outlined above.

3. Related work

A variety of research dealing either with network

management or QoS in ad hoc networks exists. However,

it is noteworthy that a comprehensive approach to QoS

management in ad hoc networks, i.e. the study of a network

management system with QoS in the main text, is still

lacking. We believe that such a comprehensive approach is

necessary to improve network survivability and to ensure

QoS robustness [6,7] in ad hoc networks.

The literature in the field of network management, in

general, indicates two main approaches: one using a client–

server or manager-agent model, and a second using the

concept of mobile agents. Most published research focuses

on the issues of network monitoring (such as data

collection), cluster formation and management, etc., rather

than the overall management functions required to support

security, resource management for QoS, etc.

In Ref. [14], an Ad hoc Network Management Protocol

(ANMP), essentially an extension of the widely used Simple

Network Management Protocol (SNMP) [17], has been

proposed. ANMP uses an enhanced SNMP management

information base (MIB-II) that provides the improved

flexibility required to deal with some of the problems

identified in Section 2. Chen et al. [14] focus on three areas

of network management: data collection, fault management,

and security management. The evaluation of ANMP

involves comparison of two clustering algorithms with

respect to the message overhead generated. However, it

does not reflect its performance (in terms of network

congestion, response time, etc.) over severely bandwidth-

constrained wireless links, one of the main challenges in ad

hoc networks. Further, ANMP, being an extension of
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SNMP, still lacks certain essential features required in a

protocol for QoS provisioning [18–20]. Yong-xin et al. [21]

have extended the work in Ref. [14]; a new clustering

algorithm is proposed that takes into consideration existence

of unidirectional wireless links in mobile ad hoc networks,

and the relative mobility among the network nodes.

Experiences in managing a real-life ad hoc networking

environment that involves a multi-national naval ad hoc

network known as coalition wide area network (C-WAN) are

described in Ref. [15]. This work addresses problems such as

heterogeneity, low bandwidth, scalability and interoperabil-

ity encountered in the C-WAN. The inefficiency of existing

off-the-shelf SNMP management systems in providing an

easy-to-use, lightweight and flexible management frame-

work, especially to manage QoS and security sensitive traffic,

is highlighted, motivating the need for a policy-based

automated management system. An alternative distributed-

object architecture based on the Common Object Request

Broker Architecture (CORBA) and SNMP, to mitigate some

of the problems mentioned above, is described in Ref. [15].

However, no information on the performance evaluation of

such architecture is available.

The work in Ref. [22] also deals with network manage-

ment of ad hoc networks deployed in military environments.

A preliminary discussion of a C2 data model has been

provided. C2 data model is a database for storing logical and

situational awareness data. The primary objective of this

data model is to facilitate network planning, operations and

reconfigurations in low bandwidth military tactical net-

works. Although the inception of data into the schema was

automated based on certain feedback mechanisms, the use

of this database to configure devices (assigning nodes to a

network and manipulating the address structure of multiple

linked networks) was done manually.

The work in Ref. [23] motivates the need for adaptive

and automated management for future data networks,

including ad hoc networks. An interesting approach for

automated network management has been proposed based

on bacterial colony and genetic algorithms. A simulation

environment has been implemented as a colony of software

agents. The framework was shown to perform tasks such as

reacting to increase in network load, load balancing and

adoption of new services, simple payment-based service

quality, and ability to handle realistic traffic streams

robustly and efficiently.

Several examples of using mobile agents for network

management exist [24]. Recently, the concept of mobile

agents has also been extended to manage mobile ad hoc

networks [25]. The basic concept underlying these systems

is to use portable code (e.g. in Java or Tcl) for executing

different types of agents on different hosts, in effect

completing tasks near the source of data to reduce the

need for large data transfers across a network. These include

agents for data collection (discover available resources such

as devices, bandwidth etc.), caching, configuration etc.

However, at this time, we are not aware of any evaluation of

such mobile agent systems used to provision and manage

QoS in mobile ad hoc networks. Although the mobile agent-

based approach to automated network management seems

promising, considerable work still needs to be done. It is not

well understood whether such agents will be able to support

complex network policies, e.g. pertaining to QoS, network

security etc. The Mobile Agent Runtime Environment

(MARE) approach in Ref. [25] does provide a preliminary

discussion of an agent API supporting QoS. Also, further

research is required in the area of security and interoper-

ability of such agent-based systems. Techniques (authenti-

cation, authorization, encryption etc.) to ensure secure

execution of agents, and to allow integration of such agents

with existing management systems (e.g. SNMP) are needed.

As mentioned earlier, QoS management in ad hoc

networks is still largely unchartered territory. The existing

literature on QoS in ad hoc networks can be broadly

categorized into two groups: one dealing with QoS

architectures and signaling (e.g. [10,11,12]), and a second

focusing on QoS-aware routing (e.g. [8,26–31]). Most of

the work on QoS routing deals with QoS constraints such as

bandwidth, delay or jitter bound, routing cost, etc. Further,

with the exception of Ref. [28] to some extent, none of these

proposals deal with the aspect of QoS robustness, and

graceful degradation of service guarantees in the wake of

network failure.

One approach for QoS provisioning in the Internet that

has met with considerable interest in the networking

community is that of PBNM [32–34]. Unlike legacy

network management, which generally involves configuring

and managing each network entity individually, PBNM

configures and controls the various operational character-

istics: network security, quality of service, etc. of a network

as a whole, providing the network operator with a

simplified, logically centralized and automated control

over the entire network. So far, the work on policy-based

network management has mainly focused on large fixed

networks [33–36], such as enterprise networks, content

provider networks, and Internet service provider (ISP)

networks. To our knowledge, policy-based networking has

not been extensively studied in the context of wireless

mobile ad hoc networks. A preliminary discussion of

extending policy-based management to ad hoc networks

and its application for security management is done in Ref.

[37]. In our ongoing research efforts [38], we aim to extend

and apply policy-based management to networks that

present severe bandwidth constraints, and in particular to

mobile wireless ad hoc networks.

4. Policy-based management framework

Earlier, we described the main challenges in the

management of ad hoc networks, and the desirable features

sought in a management framework in such an environment.

In this section, we will provide an overview of policy-based
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networking and identify the crucial components of a policy-

based framework.

4.1. Policy-based networking: an overview

Over the past few years, the growing interest in the field

of policy-based networking (PBN) is evidenced by several

research and development efforts in both academia and

industry, working groups leading standardization efforts,

new technical conferences, and new commercial products

supporting policy-based management. However, the idea of

using policies in network management is not new; the

original idea is known to have evolved in the early 1970s

[39], to monitor and control the access rights of resources in

large distributed systems. Since then, with the evolution of

the Internet, the increasing complexities and heterogeneity

of modern networking technology, and the increase in the

number of resources to be managed, it is not surprising that

the policy-based approach to automating network manage-

ment has become so popular. The policy-based approach

can be used to manage different aspects of a network,

commonly known as policy disciplines [33]. Some

examples of policy disciplines are quality of service

(QoS), network security, IP address allocation, etc.

In Ref. [40] a policy is defined as ‘a definite goal, course

or method of action to guide and determine present and

future decisions.’ In general, policies can be seen as plans of

an organization to achieve its objectives. This may involve a

set of rules to govern the behavior of its network and its

components (resources, users, applications, etc.), and the

specification of a set of actions to be performed. Policies can

be classified [33,41] into different levels in a hierarchy

allowing simplified abstraction of complex low-level

policies to simple high-level policies that do not use

networking jargon. Business-level or high-level policies are

those that express the overall goals of an organization.

Network level policies are essentially business level policies

mapped and expressed into networking terminology. These

are defined and entered by a network operator with a high-

level perspective of the network topology, objectives and

network-wide utilization. Node level policies are those that

correspond to the objectives and requirements at the

different network nodes, and device-level policies are

device-specific instructions that facilitate implementation

of algorithms for classification, scheduling, buffer manage-

ment etc. The node and device level policies typically

constitute the low-level policies. The policies should be

precisely defined and specified to be understood and

enforced at a network element. The policies must be

compatible with the capabilities of the network element

where they may be enforced. Furthermore, policies must be

mutually consistent to avoid conflicts and ambiguous

decision-making. Finally, the policies should be simple,

intuitive and easily understood at a higher-level by human

operators, and the network operator should be able to

specify them with ease.

The Internet Engineering Task Force (IETF) and the

Distributed Management Task Force (DMTF) have been

working together to define a policy framework [32,42].

The IETF policy framework working group provides

guidelines for defining a policy framework, and an

information model and schemata to define, store and

retrieve policies [32,40]. The architectural elements typi-

cally found in a policy-based system are as shown in Fig. 1.

A policy management tool (PMT) provides the network

administrator with an interface through which to interact

with the network. A network administrator uses the PMT to

define the various policies or policy groups. It is typically

the function of the PMT to validate the syntactic and

semantic correctness of the administrator input, to ensure

consistency among the high-level policies and to check for

compatibility of the various policies. Further, the PMT

typically determines the association between the policies

and the various network elements where these policies are to

be enforced, determines which low-level policies can be

used to support the specified high-level policies and ensures

that the specified policies are comprehensive enough to

cover all the relevant scenarios. The policies specified at the

PMT are then stored in a policy repository. The policy

decision point (PDP) generally retrieves the policies from

the policy repository and performs complex policy

interpretation and translation into a format that can then

be used to configure one or more policy enforcement points

(PEPs) or policy clients. The PDP also needs to monitor any

changes in the policies that might occur at the PMT (shown

in Fig. 1 as a dotted line) or repository. A PMT may not

detect policy conflicts at a lower level, and such conflicts

may have to be handled by the PDP. The PEP is a network

device where the policies are actually executed or enforced.

The PEP is also responsible for monitoring any relevant

information (such as installation/removal of policies,

updates about its current status, etc.) and reporting it to

the PDP to facilitate automated efficient network

management.

Fig. 1. Key architectural elements of a policy-based system.
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The IETF resource allocation protocol (RAP) [43]

working group is active in the field of QoS policy. It has

defined, among other standards, the policy-based admission

control framework [44] and the common open policy

service (COPS) protocol (and its extension for provisioning

COPS-PR) [45–47]. COPS is a simple client–server

protocol that facilitates communication between the policy

clients and remote policy server(s). Two policy control

models have been defined: outsourcing and provisioning,

illustrated in Fig. 2. While COPS supports the outsourcing

model, its extension COPS-PR integrates both the out-

sourcing and provisioning models.

In the outsourcing model, when the PEP receives an

event (e.g. RSVP reservation request [46]) that requires a

new policy decision it sends a request (REQ) message to the

remote PDP. The PDP then makes a decision and sends a

decision (DEC) message (e.g. accept or reject) back to the

PEP. The outsourcing model is thus PEP-driven and

involves a direct 1:1 relation between PEP events and

PDP decisions. On the other hand, the provisioning or

configurations model [47] makes no assumptions of such

direct 1:1 correlation between PEP events and PDP

decisions. The PDP may proactively provision the PEP

reacting to external events, PEP events, and any combi-

nation thereof (N:M correlation). Provisioning thus tends to

be PDP-driven and may be performed in bulk (e.g. entire

router QoS configuration) or in portions (e.g. updating a

DiffServ marking filter [48]).

We propose extending the PBNM approach to address

QoS provisioning and management in a MANET. In Section

4.2, we describe the components of such a framework and

some initial experimental results that support our proposed

approach.

4.2. Policy-based framework for wireless ad hoc networks

We present our policy-based management framework

using a systems approach to gain insight into the crucial

components that constitute the framework, and their

interdependencies. The key components of the framework

are illustrated in Fig. 3. While some of these components are

important for any policy-based system (e.g. even in wireline

networks), we highlight the importance of certain others in a

wireless ad hoc environment.

4.2.1. Policy specification

The policy specification is a mapping of the overall goals

specified for a network (e.g. QoS specification) into

network-wide policies. The high-level policies are specified

by a network administrator in a logically centralized

fashion, and are typically expected to be static [49]. The

lower-level policies may be more dynamic based on factors

such as network utilization, time of day, etc. However,

given the mission-centric and dynamic nature of ad hoc

networks, even higher-level policies may need to change

during network operation; policies may need to reflect

unexpected and significant changes in network resources,

changes in certain sub-modules of the overall mission based

on feasibility analysis [50], etc.

4.2.2. Policy architecture

The choice of policy architecture in the deployment of a

policy-based system is one of the key factors in the success

of such a system. We have proposed a taxonomy of policy

architectures [51] to provide a systematic way to explore the

applicability of the various architectures in a given network

environment. A hybrid type of architecture, combining the

outsourcing and provisioning models, most closely meets

the requirements of low bandwidth mobile wireless

networks.

To validate our taxonomy-based qualitative analysis, we

have conducted experiments using a Linux-based testbed.

We are interested in characterizing the effect of available

bandwidth on management system performance. Given the

constrained bandwidth availability in wireless ad hoc

networks, this evaluation is important, but something that

has been lacking in prior research in the area of ad hoc

network management.

Fig. 2. Policy distribution models.
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We used the Intelw COPS client software development

kit (SDK) [52] to implement COPS supporting the out-

sourcing model for the Resource Reservation Protocol

(RSVP). We.extended the COPS SDK implementation with

a policy advisor module (PAM) interface to realize a hybrid

architecture. Policy requests were implemented as dummy

RSVP bandwidth reservation requests by running a script

file at each PEP. Our experiments involved the outsourced

(centralized type), provisioned (distributed type) and hybrid

architectures. To implement outsourced architecture, one of

the machines was configured as a PDP, while four other

machines were configured as policy enforcement points

(PEPs). The provisioned architecture was implemented with

all the decisions made locally using the local PDP (LPDP)

module at the four PEPs. The hybrid architecture consisted

of a central PDP, and the LPDP and PAM modules at the

individual PEPs. If a policy is not available locally at a PEP,

it connects to the central PDP and outsources the decision to

it. We believe that such an approach will be useful to

support dynamic policies in a mobile network environment

where a mobile host may move and connect to a PEP that

currently may not have a relevant policy to service the host.

In a bandwidth-constrained network, it is important to

keep the signaling overhead to a minimum. For an

outsourced type of policy architecture, wherein all the

policy decisions are outsourced to a central server, the

amount of signaling overhead is of concern. In the first set of

experiments we characterize this signaling. The plot of the

signaling overhead (for outsourced architecture) as a

function of the number of policy requests is shown in

Fig. 4. The experiments involve two cases: (1) a single PEP

communicating with the PDP, and (2) four PEPs simul-

taneously communicating with the PDP. As we would

expect, for a given load (number of simultaneous requests

sent to the PDP), the presence of four separate connections

with the policy server in case of four PEPs results in greater

signaling overhead as compared to a single PEP. However,

the difference in the overhead for the two cases considerably

reduces with increasing load. This is attributed to the fact

that the COPS protocol uses TCP as the underlying transport

protocol. Looking at the packet traces, we found that for a

large number of simultaneous policy requests, several

COPS requests were encapsulated and sent as a single

TCP segment, reducing the amount of TCP overhead per

COPS request per connection.

A second set of experiments compares the three

architectures being considered. The metrics used for this

set of experiments are: the policy response time (the

difference between the time at which the policy request

was sent by a PEP and the time at which the

corresponding policy decision was received at the

PEP); and the inter-decision time (the time difference

between consecutive decisions received by the PEP).

These metrics are illustrated in Fig. 5.

Fig. 3. Policy-based management framework for wireless ad hoc networks.
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The average policy response time and the inter-decision

time were measured as a function of the available bandwidth

and for a load of 25 policy requests per PEP (i.e. in the

outsourced approach, the central PDP services

25 £ 4 ¼ 100 simultaneous requests). The constrained-

bandwidth links were implemented over an Ethernet

network by using a token bucket filter implementation in

the Diffserv on Linux or tc tool [53]. For illustrative

purposes, the hybrid architecture in these experiments was

configured to have about 60% of the requests processed

locally, while the remaining 40% of the requests are

outsourced to the central PDP. We wrote a small utility tool

to run multiple iterations and process results in an

automated fashion. The results with 95% confidence

intervals (computed using the ‘method of batch means’

[54]) are shown in Table 1.

We note that the average policy response time per request

for the outsourced architecture increases considerably in the

case of low bandwidth of 64 kb/s. For an outsourced

approach the constrained bandwidth is the major bottleneck

and in this case renders the approach impractical. The

response time for the provisioned approach is

essentially independent of the available bandwidth. Even

the performance of the hybrid architecture is not much

affected by available bandwidth, resulting in considerably

lower policy response time as compared to the outsourced

case for low values of bandwidth. This illustrates the

performance advantage of distribution of policy information

and control for networks with constrained bandwidth.

In addition, we also recorded the average inter-decision

time for the three architectures, reflecting the average service

rate of the policy requests. Due to the additional processing of

interacting with the remote PDP interspersed with local

decision-making, the average inter-decision time is greater in

case of the hybrid architecture for all three scenarios.

The inter-decision time is found to be minimum for the

completely distributed case, while it increases for the

centralized case as bandwidth decreases. Thus, we can

conclude that the additional processing required in the hybrid

architecture seems to be the main bottleneck, while

bandwidth is the major bottleneck for the outsourced

approach.

Our results indicate that a hybrid architecture that

combines the outsourcing and provisioning models provides

an efficient and flexible solution for policy distribution in

wireless ad hoc networks. We are currently investigating

Fig. 4. Policy signaling overhead for outsourced architecture.

Fig. 5. Illustration of the metrics—policy response time and inter-decision

time—being considered.

Table 1

Policy response time and inter-decision time as a function of bandwidth

Architectures Bandwidth 95% Confidence interval

Policy response time

(ms)

Inter-decision time

(ms)

Outsourced 10 Mb/s 151.0 ^ 1.0464 7.4 ^ 0.0016

1 Mb/s 219.6 ^ 2.412 8.1 ^ 0.0025

64 kb/s 672.0 ^ 6.134 42.8 ^ 0.0816

Provisioned – 191.9 ^ 3.38 2 ^ 0.0004

Hybrid 10 Mb/s 104.4 ^ 0.0164 109.3 ^ 0.0155

1 Mb/s 103.0 ^ 0.0499 106.5 ^ 0.0281

64 kb/s 97.0 ^ 0.0307 100.0 ^ 0.0323
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the practical aspects (such as the clustering algorithm to

organize the various architectural elements) of deploying

our choice of policy architecture. Further details can be

found in Ref. [55].

4.2.3. Policy distribution

Another important factor in the effectiveness of a policy

framework is the mechanism used for policy distribution.

Several mechanisms to distribute policies in a network exist

[33]: using a command-line script, using management

frameworks (e.g. based on CORBA), using web servers,

and using protocols such as COPS, SNMP and the

Lightweight Directory Access Protocol (LDAP). The

COPS-PR protocol [47] seems a strong candidate for QoS

provisioning and management in MANETs. It allows the

achievement of some of the goals discussed in Section 2,

and can be used to support the hybrid policy architecture as

we propose above.

COPS-PR was proposed with the aim of providing an

efficient and reliable means to provision multiple network

devices. Control using COPS-PR is completely event-driven,

i.e. there is no polling (unlike SNMP) between policy servers

and clients, and instead COPS-PR allows asynchronous

communication between the PDPs and PEPs, with notifica-

tions (reports, changes in policies, etc.) conveyed only when

required. COPS-PR supports structured row-level access,

and a completely transactional model, in that messages

represent atomic transactions and a given transaction is

received as a single message. This improves the efficiency

and response time of COPS-PR when handling large

transactions. It incorporates certain fault-tolerance mechan-

isms. All parts of a transaction either succeed or fail. On

failure, the device automatically rolls-back to its last

operational state. On resuming communication, a PDP can

quickly synchronize its state with the PEP. Further, if a

primary policy server is inaccessible, then a PEP switches to

a back-up PDP. Alternatively, a PDP may redirect its PEP(s)

to another PDP, if required. COPS-PR uses persistent TCP

connection for reliable transfer of messages between a policy

server (PDP) and client (PEP), to reduce the overhead

incurred in establishing and tearing down TCP connections.

From our results (Fig. 4), we have seen that larger

transactions can be made efficiently using the COPS

protocol. It supports message level security using HMAC

and MD5 [56,57] authentication, and can also be used over

other levels of authentication and security mechanisms (e.g.

IPsec [58], TLS [59,60]). COPS-PR supports control of a

policy client by multiple servers without the danger of data

corruption. Each PDP has its own data instance space on a

PEP that cannot be manipulated by other PDPs or servers.

COPS-PR incorporates feedback from the PEP to the PDP(s)

allowing it to report successful installation of the policy

information base, or failures or errors. It also allows

capability discovery, wherein a PEP can indicate to its policy

server the type of policies it can support. Finally, COPS is an

extensible protocol. New COPS ‘client types’ can be defined,

and existing PIBs can be extended or new PIBs can be defined

to support the requirements of a given policy discipline or

networking environment.

It must be noted that although COPS-PR would be used

for provisioning or distribution of policies, it may co-exist

and interact with other management protocols (e.g. SNMP

for monitoring bandwidth utilization, etc.).

4.2.4. Resource discovery

A policy management framework translates the high-

level policies (Policy Specification) into device-specific

configuration to dictate the use of network resources. In

order to achieve this,.the management framework must be

aware of the various resources available in the system. This

includes the devices active in the network and their

capabilities, network topology, bandwidth utilization, etc.

This is even more critical in ad hoc networks, due to their

dynamic topology. In resource discovery the trade-off is

generally between efficiency (minimal signaling) and

accuracy (based on how current is the information

maintained by the policy system).

4.2.5. Policy provisioning

Policy provisioning occurs after policies are distributed,

and consists of installing and implementing the policies

using device specific mechanisms (e.g. marking, classifi-

cation, queuing, policing, etc.). Thus, policy provisioning

directly affects the way in which quality of service

mechanisms at a device are configured, and the way in

which the various traffic flows in the network are treated.

4.2.6. Policy-based routing

One of the key functions of a policy-based framework is

to control the flow of data traffic in the network based on

pre-determined policies. Integrating these policies into the

routing functionality seems to be one of the most effective

ways of achieving such control. A routing approach that

honors the defined network policies is termed as policy-

based routing [61,62]. These policies may involve end-users

or hosts, temporal policies, resource allocation or QoS

policies (QoS-routing can be considered a subset of policy-

based routing). We believe that using a policy-routing

approach can provide the much desired flexibility in the

dynamic ad hoc network environment, and help enhance

network survivability and robustness. For example, in ad

hoc networks, the wireless links tend to be unreliable,

causing routes between two nodes to intermittently go

down. To mitigate the unreliability, policy-based routing

could be used to route high-priority traffic (mission critical,

loss intolerant data) over more stable links; the policy

application can take advantage of the link state information

maintained by the routing daemon whenever possible (e.g.

Optimized Link State Routing [63] Protocol).

So far, policy-based routing has been studied mainly for

wireline networks [61,62,64,65], and its applicability to
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ad hoc network environments still remains open for further

investigation.

4.2.7. Policy monitoring

Policy distribution and provisioning are the first essential

tasks in ensuring that devices are configured consistently

with the defined policy specification. However, to provide

robust management of the network, it is desirable to have an

independent policy monitoring process to ensure that the

network in fact meets the high-level goals or specifications.

Policy monitoring can be achieved using active (using

dummy transactions, sending probe packets etc.) or passive

(running probes to estimate performance of network flows,

etc.) methods [33]. In general, policy monitoring and the

mechanisms to deploy it in a policy-based system are also

open areas for future research.

4.2.8. Adaptation logic

Given the dynamic nature of ad hoc networks, it is

necessary for a policy system to incorporate dynamic and

state-dependent policies that allow the control structure to

adapt to the current state of the network. For example, a

certain set of policies may be functional as long as the

network utilization is under a certain threshold value.

However, if the threshold value is exceeded, then another

set of policies may be used. Another example of adaptive

policies is one based on temporal parameters—certain

policies may be triggered at certain time of the day, or may

remain active only for certain duration of time.

5. Concluding remarks

This paper provides the reader with a survey of the

existing work on network management in ad hoc networks.

QoS management in ad hoc networks is still unchartered

territory, and much work remains to be done. While some of

the legacy network management tools and mechanisms have

been extended to ad hoc network environment to accom-

plish network monitoring and data collection tasks, they do

not seem appropriate for QoS provisioning and manage-

ment. Similarly, the use of mobile agents has shown some

promise in carrying out some network management tasks.

However, their application for QoS management in ad hoc

networks is not yet well understood. An alternative

approach that looks promising is that of policy-based

networking. Currently, the study and deployment of policy-

based QoS provisioning is still mostly limited to large,

wireline, high-bandwidth networks, and there is consider-

able scope for further research in adapting and extending

policy-based management to an ad hoc network

environment.

We proposed a policy-based management framework for

wireless ad hoc networks. The framework facilitates better

understanding of the various components crucial for an ad

hoc network management system, and their interdependen-

cies. Our results comparing different policy architectures

indicate that a hybrid type of architecture is promising for

low bandwidth wireless networks. As a part of the ongoing

work, the authors are implementing a solution suite [55] for

deploying policy-based management in ad hoc networks.
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